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OVERVIEW OF AUDIT COMMITTEE 

Created in 2002, the Audit Committee is an independent oversight committee of City 

Council and serves as the liaison between Council and internal and external auditors.  

The Committee assists Council in overseeing the following areas: 

 Reliability of the Corporation’s financial statements and disclosures. 

 Effectiveness of the Corporation’s internal controls, governance and risk 

management systems. 

 Compliance with the Corporation’s employee code of conduct, and regulatory 

and legislative requirements. 

 Independence, qualifications, and performance of the external auditors as well as 

the performance of the Office of Internal Audit. 

 

The Office of Internal Audit reports to City Council through Audit Committee. This direct 

reporting relationship enhances the independence and objectivity of the Office of 

Internal Audit, and enhances Council’s oversight and stewardship responsibilities given 

the impartial, objective, and independent review of management practices.  

Audit Committee provides a focal point for improved communication between Council, 

the Office of Internal Audit, and management. In particular, Audit Committee’s 

objectives are to: 

 Demonstrate a higher level of public accountability; 

 Provide additional assurance to the public that City services are administered in 

an effective, efficient, and economical manner; 

 Further ensure compliance with legislation for public reporting; 

 Further ensure compliance with Corporate policies and procedures; 

 Further ensure the safeguarding of City of Brampton’s assets; and 

 Further ensure impartial, objective and independent review of processes for City 

operations. 

 

As a member of Audit Committee, your role is critical to further ensuring that the City of 

Brampton has strong and effective processes relating to governance, internal controls, 

risk management, compliance, ethics, and financial disclosures. 
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AUDIT COMMITTEE: TERMS OF REFERENCE 

Composition:  

 Minimum of five members of Council 

 The Mayor, who is an ex-officio member   

 Minimum of one to a maximum of three citizen members  
 
Term of Office: Concurrent with the term of Council, ending November 30, 2022, or 

until successors are appointed 
 
Established by: Council Resolution 
 
Meetings: Quarterly, or as required by the Chair  
 
Reports to: City Council 
 
Supported by: City Clerk’s Office 
 
Qualifications:   
 
Elected Officials: 

 Where feasible, a background in finance, audit, or accounting would provide 
the Committee with additional expertise 

 
Citizen Member(s): 

 Lives and/or operates a business in Brampton 

 Has a professional Accounting designation with a minimum of 10 years 
experience 

 Demonstrates skill in strategy and innovation 

 Proficient in accounting and auditing 

 Displays exceptional verbal, written, listening, teamwork and collaboration 
skills 

 
Objectives of the Audit Committee: 
 
The objective of the Audit Committee is to enhance Council’s understanding of financial 
and control reporting both internally (as provided by the City’s Internal Audit Division) 
and statutorily (as provided by the City’s Auditors). The Committee enables Council to 
fulfill its oversight and stewardship responsibilities. The Committee also provides a focal  
point for improved communication between Council, the Internal and Statutory Auditors, 
and Management. The Committee strengthens the impartial, objective and independent 
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review of management practices through the internal and statutory audit functions.  In 
particular, the Committee’s objectives are to: 
 

 Demonstrate a higher level of public accountability; 

 Provide additional assurance to the public that City services are 
administered in an effective, efficient and economical manner; 

 Ensure compliance with legislation for public reporting; 

 Ensure compliance with Corporate policies and procedures; 

 Ensure the safeguarding of City assets; and  

 Ensure impartial, objective and independent review of processes for City 
operations 

 
Responsibilities of the Audit Committee 
 
The Audit Committee is responsible for:  
  

Statutory Audit Function 
Making recommendations to City Council regarding the following: 
 

 The selection and dismissal of the City’s statutory Auditor(s) in accordance 
with the requirements of Section 296 of the Municipal Act, 2001;  

 The terms of engagement, fees and scope of the audit services provided; 

 The review and approval of the annual Audited Financial Statements; and 

 The review and receipt of reports. 
 

Internal Audit Function 

 Reviewing and approving the risk based internal audit work plan as 
recommended by the Chief Audit Executive (“CAE”); 

 Reviewing and approving the Internal Audit Charter; 

 Reviewing Internal Audit reports issued during the year; 

 Reviewing adequacy of the management responses to audit concerns in 
relation to the risks and costs involved; 

 Ensuring the Internal Audit recommendations are implemented by reviewing 
Internal Audit’s follow up reports; 

 Reviewing and approving the Office of Internal Audit’s budget;  

 Approving decisions regarding the appointment and removal of the CAE; 

 Reviewing the adequacy of the authority, responsibilities and functions of the 
City’s Office of Internal Audit, including Internal Audit plans, budget, and the 
scope and results of internal audits and management’s responses thereto;  

 Ensuring all Internal Audit activities are free from interference and related 
implications;   

 Reviewing with the CAE the performance of the Internal Audit function; 

 Reviewing and approving, together with the CAO, the performance of the 
CAE; and  

 Reviewing and approving decisions relating to the remuneration of the CAE. 
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Financial and Other Reporting 

 Reviewing the annual Management Letter prepared by the City’s statutorily 
appointed auditors and the related management responses.  

 
General 

 Reviewing the Audit Committee mandate periodically; 

 Communicating and meeting independently with the CAE as appropriate; and 

 Any other matters that could come within the scope of the auditors. 
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THE OFFICE OF INTERNAL AUDIT: WHAT WE DO 

 

The Office of Internal Audit performs independent and objective assurance and 

consulting activities that are guided by a philosophy of adding value to improve the 

operations of the City of Brampton. We assist the City in accomplishing its objectives by 

bringing a systematic and disciplined approach to evaluate and improve the 

effectiveness of the organization's governance, risk management, and internal controls.  

Our team provides objective and independent assessments on the effectiveness and 

efficiencies of controls and processes; valuable and practical recommendations to 

assist management in improving processes and procedures; as well as providing 

consulting services to management and staff on current and future initiatives. 

The City of Brampton places an emphasis on good corporate governance through: 

educating and engaging the citizens of Brampton in transparent and accountable ways 

that show value and enhance the image of the City, investing in a collaborative 

environment with supportive organization and governance practices and policies, and 

lastly, practicing the proactive, effective, and responsible management of municipal 

assets and services. Good governance is a critical foundational element that reinforces 

the City’s transformational shift in its operations, and The Office of Internal Audit is an 

integral part of the City of Brampton’s corporate governance structure. 

The primary focus of The Office of Internal Audit is to ensure that City processes and 
related controls are functioning as intended. We determine if services can be improved 
or become more efficient, and ensure that the resources of the City are being used 
effectively.  

Ultimately, we endeavour to provide the taxpayers of Brampton assurance that City 
services and resources are being administered in an effective, efficient and economical 
manner.  
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THE OFFICE OF INTERNAL AUDIT CHARTER 

 

Purpose and Mission 

The purpose of the City of Brampton’s (“City”) Office of Internal Audit (“Internal Audit”) is 

to provide independent, objective assurance and consulting services designed to add 

value and improve the operations of the City. The mission of Internal Audit is to 

enhance and protect organizational value by providing risk-based and objective 

assurance, advice and insight. Internal Audit helps the City accomplish its objectives by 

bringing a systematic, disciplined approach to evaluate and improve the effectiveness of 

governance, risk management and control processes.  

 

Definitions 

Audit Committee:  A Committee of Council. The Committee was established to 

enable members of Council to further enhance oversight 

capabilities and stewardship responsibilities. Roles and 

Responsibilities are further defined in the Audit Committee 

Terms of Reference. 

Chief Audit Executive:  The Director of the Office of Internal Audit.   

City Related Boards: Includes Brampton Heritage Board and Brampton Library.   

Consulting Services Advisory and related client service activities, the nature and 

scope of which are agreed with the client, are intended to 

add value and improve the City’s governance, risk 

management, and control processes without the CAE and/or 

the internal auditor assuming management responsibility. 

Examples include counsel, advice, facilitation and training.  

Council: Municipal Council of the City of Brampton and includes the 

Mayor and Councillors. 

Employee: An individual employed by the City, including those 

employed on contract and volunteers, but does not include 

those retained by the City on a professional services 

agreement. 

Engagement:  A specific internal audit assignment, task, or review activity, 

such as an internal audit, control self-assessment review, 



 
 

 Page | 7  
 

fraud examination, or consultancy. An engagement may 

include multiple tasks or activities designed to accomplish a 

specific set of related objectives. An engagement includes 

financial, operational, compliance, follow up, information 

systems audits, other special audits, or consulting services. 

Internal Audit Work Plan:  The plan approved by Council listing all engagements to be 

performed by Internal Audit. 

 
Standards for the Professional Practice of Internal Audit  

Internal Audit will govern itself by adherence to the mandatory elements of The Institute 
of Internal Auditors’ (“the IIA”) International Professional Practices Framework, including 
the Core Principles for the Professional Practice of Internal Auditing, the Code of Ethics, 
the International Standards for the Professional Practice of Internal Auditing, and the 
Definition of Internal Auditing. The IIA’s Mandatory Guidance constitutes the 
fundamental requirements for the professional practice of internal auditing and the 
principles against which to evaluate the effectiveness of internal audit activity’s 
performance. The Chief Audit Executive (“CAE”) will report periodically to the Audit 
Committee regarding Internal Audit’s conformance to the Code of Ethics and the 
Standards. In addition, Internal Audit will adhere to and ensure conformance to the 
guidelines and procedures of ISACA for any engagements involving information 
systems. 
 
Internal Audit will adhere to the City’s relevant policies and procedures. 
 
Authority 

The CAE will report functionally to the Audit Committee and administratively (i.e. day-to-

day operations) to the Chief Administrative Officer (“CAO”). To establish, maintain, and 

assure that the City’s Internal Audit has sufficient authority to fulfill its duties, the Audit 

Committee will:  

 Approve the Internal Audit Charter. 

 Approve the risk-based Internal Audit Work Plan. 

 Approve Internal Audit’s budget and resource plan. 

 Receive communications from the CAE on Internal Audit’s performance relative 
to its plan and other matters. 

 Approve decisions regarding the appointment and removal of the CAE. 

 Review and approve, together with the CAO, the performance of the CAE.  

 Approve decisions relating to the remuneration of the CAE. 

 Make appropriate inquiries of management and the CAE to determine whether 
there is inappropriate scope or resource limitations. 
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The CAE will have unrestricted access to, and communicate and interact directly with, 

the Audit Committee, including private meetings without management present.  

 

The Audit Committee authorizes Internal Audit to: 

 Have full, free, and unrestricted access to all functions, records, properties, and 
personnel necessary to carrying out any engagement, subject to accountability 
for confidentiality and safeguarding of records and information, and applicable 
law. 

 Allocate resources, set frequencies, select subjects, determine scopes of work, 
apply techniques required to accomplish audit objectives, and issue reports. 

 Obtain assistance from the necessary personnel of the City, as well as other 
specialized services from within or outside the City, in order to complete the 
engagement. 

 Conduct any engagement of all City departments and special interest groups, 3rd 
parties (via right to audit clauses where applicable) and City Related Boards. 

 
It is the duty of any employee of the City or City Related Board having control of records 
to permit the CAE or his/her designate access and examination when requested subject 
to applicable law.  It is also the duty of any employee of the City or City related Board to 
fully co-operate with and make full disclosure of all pertinent information to the CAE or 
his/her authorized designate. 
 
Independence and Objectivity 

The CAE will ensure that Internal Audit remains free from all conditions that threaten the 
ability of internal auditors to carry out their responsibilities in an unbiased manner, 
including matters of audit selection, scope, procedures, frequency, timing, and report 
content. If the CAE determines that independence or objectivity may be impaired in fact 
or appearance, the details of impairment will be disclosed to appropriate parties.  
 
Internal auditors will maintain an impartial, unbiased mental attitude that allows them to 
perform engagements objectively and in such a manner that they believe in their work 
product, that no quality compromises are made, and that they do not subordinate their 
judgment on audit matters to others.  
 
Internal auditors will have no direct operational responsibility or authority over any of the 
activities audited. Accordingly, internal auditors will not implement internal controls, 
develop procedures, install systems, prepare records, or engage in any other activity 
that may impair their judgment, including: 
 

 Assessing specific operations for which they had responsibility within the 
previous year. 

 Performing any operational duties for the City or City Related Boards. 
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 Initiating or approving transactions external to Internal Audit. 

 Directing the activities of any City employee not employed by Internal Audit, 
except to the extent that such employees have been appropriately assigned to 
auditing teams or to otherwise assist internal auditors.  

 
The CAE will have no direct operational responsibility or authority over any operational 
activity for the City or City Related Boards. The CAE is not authorized to perform any 
operational duties for the City or City Related Boards. 
 
Internal auditors will: 
 

 Disclose any impairment of independence or objectivity, in fact or appearance, to 
appropriate parties. 

 Exhibit professional objectivity in gathering, evaluating, and communicating 
information about the activity or process being examined. 

 Make balanced assessments of all available and relevant facts and 
circumstances. 

 Take necessary precautions to avoid being unduly influenced by their own 
interests or by others in forming judgements. 

 
The CAE will confirm to the Audit Committee, at least annually, the organizational 
independence of Internal Audit.  
 
The CAE will disclose to the Audit Committee any interference and related implications 
in determining the scope of internal auditing, performing work, and/or communicating 
results.  
 

Scope of Internal Audit Activities  

The scope of internal audit activities encompasses, but is not limited to, objective 
examinations of evidence for the purpose of providing independent assessments to the 
Audit Committee on the adequacy and effectiveness of governance, risk management, 
and control processes for the City. Internal Audit assessments include evaluating 
whether:  
 

 Risks relating to the achievement of the City’s strategic objectives are 
appropriately identified and managed. 

 The actions of the City’s officers, directors, employees, and contractors are in 
compliance with the City’s policies, procedures, and applicable laws, regulations, 
and governance standards. 

 The results of operations or programs are consistent with established goals and 
objectives 

 Operations or programs are being carried out effectively and efficiently. 

 Established processes and systems enable compliance with the policies, 
procedures, laws, and regulations that could significantly impact the City. 



 
 

 Page | 10  
 

 Information and the means used to identify, measure, analyze, classify, and 
report such information are reliable and have integrity. 

 Resources and assets are acquired economically, used efficiently, and protected 
adequately. 

 
 
The CAE will report periodically to the Audit Committee regarding: 

 The Internal Audit Charter. 

 The independence of the Internal Audit activity. 

 The Internal Audit Work Plan and progress against the plan. 

 Internal Audit resource requirements. 

 Results of Internal Audit activities, including significant risk exposures and control 
issues. 

 Conformance with the IIA Code of Ethics and the Standards, and any action 
plans that address any significant conformance issues. 

 Management’s response to risk that, in the CAE’s judgement, may be 
unacceptable to the City.  
 

The CAE shares information, coordinates activities, and considers relying on the work of 
other internal and external assurance and consulting service providers as needed to 
ensure proper coverage and minimize duplication of efforts. Internal Audit may perform 
advisory and related client service activities, the nature and scope of which will be 
agreed with the client, provided Internal Audit does not assume management 
responsibility.  
 
Opportunities for improving the efficiency of governance, risk management, and control 
processes may be identified during engagements. These opportunities will be 
communicated to the appropriate level of management.  
 
Responsibility 

The CAE has the responsibility to:  

 Submit, at least annually, to the Audit Committee, a risk-based Internal Audit 
Work Plan for review and approval. The Internal Audit Work Plan sets out the 
priorities for Internal Audit that: are reflective of the City’s objectives, concerns 
and priorities; are integrated and coordinated with the corporate risk assessment 
and strategic planning process: and, considers input from senior management.  

 Communicate to the Audit Committee the impact of resource limitations on the 
Internal Audit Work Plan. 

 Review and adjust the Internal Audit Work Plan, as necessary, in response to 
changes in the City’s business, risks, operations, programs, systems, and 
controls. 

 Communicate to the Audit Committee any significant interim changes to the 
Internal Audit Work Plan. 



 
 

 Page | 11  
 

 Ensure each engagement of the Internal Audit Work Plan is executed, including 
the establishment of objectives and scope, the assignment of appropriate and 
adequately supervised resources, the documentation of work programs and 
testing results, and the communication of engagement results with applicable 
conclusions and recommendations to appropriate parties. 

 Follow up on engagement findings and corrective actions, and report periodically 
to the Audit Committee any corrective actions not effectively implemented.  

 Manage and coordinate all fraud investigation activities within City Departments 
and Related Boards. 

 Ensure the principles of integrity, objectivity, confidentiality, and competency are 
applied and upheld. 

 Ensure Internal Audit collectively possesses or obtains the knowledge, skills, and 
other competencies needed to meet the requirements of the Internal Audit 
Charter. 

 Ensure emerging trends and successful practices in internal auditing are 
considered. 

 Establish and ensure adherence to policies and procedures designed to guide 
Internal Audit.  

 Ensure adherence to the City’s relevant policies and procedures, unless such 
policies and procedures conflict with the Internal Audit Charter. Any such conflicts 
will be resolved or otherwise communicated to the Audit Committee. 

 Ensure conformance of Internal Audit with the Standards, with the following 
qualifications: 

o If Internal Audit is prohibited by law or regulation from conformance with 
certain parts of the Standards, the CAE will ensure appropriate 
disclosures and will ensure conformance with all other parts of the 
Standards. 

o If the Standards are used in conjunction with requirements issued by 
ISACA, the CAE will ensure that Internal Audit conforms with the 
Standards, even if Internal Audit also conforms with the more restrictive 
requirements of ISACA.  

 

Quality Assurance and Improvement Program  

Internal Audit will maintain a Quality Assurance and Improvement Program (“QAIP”) that 

covers all aspects of Internal Audit. The program will include an evaluation of Internal 

Audit’s conformance with the Standards and an evaluation of whether internal auditors 

apply the IIA’s Code of Ethics. The program will also assess the efficiency and 

effectiveness of Internal Audit and identify opportunities for improvement.  

The CAE will communicate to the Audit Committee on Internal Audit’s QAIP, including 

results of internal assessments (both ongoing and periodic) and external assessments 

conducted at least once every five years by a qualified, independent assessor or 

assessment team from outside the City. 
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THE OFFICE OF INTERNAL AUDIT’S REPORTING 

STRUCTURE 
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QUALITY ASSURANCE AND IMPROVEMENT PROGRAM 

The Quality Assurance and Improvement program (QAIP) is comprised of an internal 

and external assessment. The QAIP program is conducted to ensure that the internal 

audit activity, including audit and consulting projects, is in conformance with the Institute 

of Internal Auditors Standards and Code of Ethics.  

Internal Assessments 

Internal assessments are comprised of ongoing monitoring of the internal audit activity, 

coupled with annual self-assessments.  

Ongoing monitoring of internal activity includes: 

1. The Director, or a designate, reviews all aspects of an audit engagement. This 

includes a review of the planning section, approval of the audit program, and 

review of the working paper files for conformance to the IIA’s standards, and to 

ensure objectives have been met. 

For consulting engagements, the Director reviews and approves all work to 

ensure compliance. 

2. The Director reviews and approves all final reports and recommendations. 

3. The Office of Internal Audit continuously reviews its processes and procedures to 

ensure they are effective and efficient.  

4. Online post-engagement surveys are sent to clients to receive feedback. 

Updates and adjustments are made upon review and evaluation of client 

comments.  

 

The annual internal assessment for both audit and consulting engagements is to ensure 

conformance to the IIA’s Standards and Code of Ethics.  

 

External Assessment 

 An external assessment is conducted every five years by a qualified, independent 

reviewer from outside the City of Brampton. The results of the assessment are 

communicated and presented to Audit Committee. In 2017, Protiviti conducted an 

assessment of the Office of Internal Audit’s activity in 2016, as well as the changes 

made between January 1- March 31, 2017. It was found that The Office of Internal Audit 

partially conforms to the IIA Standards and generally conforms to the Code of Ethics. 
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CRITERIA FOR AUDIT REPORTING 
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CRITERIA FOR EVALUATING AUDIT FINDINGS 
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ONLINE POST-ENGAGEMENT SURVEY 

Upon completion of each audit and consulting engagement, an anonymous online survey is sent 

to the client in order to receive feedback on their experience.  The Office of Internal Audit greatly 

values the input we receive from clients, as it contributes to our commitment to continuous 

improvement.  

THANK YOU AND YOUR TEAM FOR YOUR ASSISTANCE IN THE COMPLETION OF OUR RECENT 

ENGAGEMENT. AS PART OF OUR ONGOING COMMITMENT TO PROVIDING THE HIGHEST QUALITY 

SERVICES AND TO HELP US UNDERSTAND HOW WE ARE PERFORMING AGAINST YOUR 

EXPECTATIONS, WE ASK THAT YOU COMPLETE THIS QUESTIONNAIRE. 

WE THANK YOU FOR YOUR TIME AND CANDOR IN THE COMPLETION OF THIS QUESTIONNAIRE. 

 

1. I am providing feedback on the following engagement: 

 

2. My overall rating of this engagement: 

 

3. The objectives and scope of the engagement were clearly communicated: 

 

4. In the planning of this engagement I was consulted to provide my input relating 

to engagement requirements, risks and concerns: 

  
5. The timing of the engagement was not disruptive to my operations: 

 

 

<Select engagement> 

Unsatisfactory                   Fair                   Mediocre                   Well Done                   Great job! 

 

Strongly Agree         Agree         Neither Agree nor Disagree         Disagree Strongly         Disagree 

 

Strongly Agree         Agree         Neither Agree nor Disagree         Disagree Strongly         Disagree 

 

Strongly Agree         Agree         Neither Agree nor Disagree         Disagree Strongly         Disagree 
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6. The engagement staff were objective, courteous and professional: 

 

7. I valued the input and advice from the engagement staff during this engagement  

 

8. The engagement staff communicated with me throughout the engagement to 

update me on progression as well as any significant findings: 

 

9. The final report and findings were concise, accurate and relevant: 

 

10. The final report and recommendations were useful to my department / division 

and will add value to operations through process improvements, efficiencies 

identified, metrics to help measure operational effectiveness or enhancements to 

current processes: 

 

11. Please provide any other feedback (i.e. additional suggestions or comments) 

related to this engagement, including any areas identified for improvement of 

Internal Audit division's services 

 

 

 

 

 

  

Strongly Agree         Agree         Neither Agree nor Disagree         Disagree Strongly         Disagree 

 

Strongly Agree         Agree         Neither Agree nor Disagree         Disagree Strongly         Disagree 

 

Strongly Agree         Agree         Neither Agree nor Disagree         Disagree Strongly         Disagree 

 

Strongly Agree         Agree         Neither Agree nor Disagree         Disagree Strongly         Disagree 

 

Strongly Agree         Agree         Neither Agree nor Disagree         Disagree Strongly         Disagree 
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The table below summarizes survey results for all 2018 completed audits, and illustrates 
the following:  

 The value the Office of Internal Audit provides  

 The overall satisfaction with the Office of Internal Audit’s work product 
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THE OFFICE OF INTERNAL AUDIT BALANCE 

SCORECARD 

  

* The last Audit Committee in 2018 was in June. These results reflect activity until June 2018.  

** 8 audits in the 2018 Workplan and 4 consulting reports were completed by December 31, 

2018.  

 

 

 

 

MEASURES 2017 2018 * 
   

WHAT DID WE DO?    

Number of Audit Reports Issued 8 6 

Total Number of Reports issued to Audit Committee 27 18 

Audit Recommendations Accepted 100% 100% 

Total Number of Audit Recommendations Issued 60 66 

Audit Work Plan Completion 91% 80% ** 

 Number of Consulting Reports Issued 3 4** 

WHO DID THE WORK? 
 

 

Approved Staff Complement 6 6 

Number of Auditors (FTE) to Total Organizational 
Staff 

1:1000 1:1000 

Auditors with Professional Designations 100% 100% 

Annual Evaluations for Each Staff Member 100% 100% 

WHAT RESULTED FROM THE WORK? 
 

 

Audit Recommendations Implemented by Due Date
  

86% 69% 

Cost-Savings $100 000 - 

Recovered Revenue $198 000 $800 ** 

Estimated Potential Revenue - $1 008 449 

Survey Results: Audit Overall Performance 4.3/5 4.2/5 

Survey Results: Consulting Overall Performance 5/5 4/5 
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DIVISIONAL GOALS 

 

Internal Auditing is an independent and objective assurance and consulting activity that is 

guided by a philosophy of adding value to improve the operations of the City of Brampton. It 

assists the City in accomplishing its objectives by bringing a systematic and disciplined 

approach to evaluate and improve the effectiveness of the organization's governance, risk 

management and internal control. 

1. Establishment as a Leader in Internal Audit  

The Office of Internal Audit at the city of Brampton will become an established leader in 

internal audit 

a. Internal audit will develop and maintain an audit framework which incorporates 

best practices and ensures audit effectiveness  

b. Internal Audit will engage with City staff and forge deeper relationships with 

industry organizations, other municipalities and/or other internal audit functions  

c. Auditors will have core competencies and sufficient training / technical 

knowledge to undertake any engagement  

d. Auditors will be professional, objective, knowledgeable and courteous 

 

2. Collaboration and Continuous improvement   

Foster an environment of continuous improvement: Partner with city departments / 

divisions to assist them in achieving the City’s strategic priorities; Identify opportunities to 

improve City processes; Undertake special projects (special review, advice, participation 

on project committee) to provide value added services to the City.  The benefits of an 

environment of continuous improvement will include:  

a. Increasing the value of City services (increased efficiency, enhancing process 

effectiveness and/or increased capacity) 

b. Leveraging current technology/ integration of current technology/ consideration of 

automation  

c. Identifying opportunities for increased revenue and/or cost savings  

d. Proactively addressing any identified control weaknesses  
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3. Engagement Performance  

Perform engagements using a risked based approach that identify opportunities for 

efficiencies, process improvements, automation, cost savings, increased revenue, 

increased capacity  as well as ensuring compliance to applicable policies, procedures, 

regulations and/or by-laws. Engagements will be performed efficiently and effectively 

while achieving overall client satisfaction.    

a. Engagements include financial, operational, compliance, Value for Money, 

information systems audits, other reviews, investigations and consulting work  

b. Final engagements reports will be clearly conveyed, concise, accurate, timely 

and relevant  

c. Engagements will consider utilization of technology, analytics as well as 

continuous auditing tools  

d. Client post engagement feedback will be obtained and will measure overall 

satisfaction of the engagement  
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 Council Policy 

Category:  Governance 

Title: Corporate Fraud Prevention Policy 

Policy Number: GOV-110 

Approved by:  AU002-2018 

Administered by: Office of Internal Audit 

Effective: March 1, 2018 

 

1. Background  

The operation of municipalities is subject to risks from Fraud or other unethical or 
dishonest conduct.   
 
The City’s goal is to establish and maintain an environment of fairness, ethical behaviour 
and honesty for our employees, contractors, suppliers and anyone else with whom the 
City has a relationship. To maintain such an environment requires the active assistance 
of every employee and manager every day. 
 
The City is committed to the deterrence, detection and correction of Fraud, implementing 
measures to prevent, detect and report Fraud, and to investigate any suspected acts of 
Fraud.   

2. Purpose 

The purpose of this Policy is to provide guidelines and responsibilities regarding the 
prevention, detection and reporting of Fraud, the conduct of Fraud investigations and the 
consequences when Fraud is found to have occurred. 

3. Application and Scope 

3.1 This policy applies to:  

 all employees or persons acting on behalf of the City including management, 
bargaining unit staff and regular and temporary employees; and   

 contractors, vendors and outside agencies dealing with the City.  

3.2 Exceptions 

This Policy does not apply to the Mayor and Members of Council who are governed 
by a separate Council Code of Conduct.  Any behaviour or activity that contravenes 
that Code may be directed to the Office of the Integrity Commissioner. 
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3.3 This policy applies to all acts of unethical or dishonest conduct, which for the 
purposes of this Policy, shall be treated as Fraud.  

4. Outcomes 

4.1 Intended outcomes of this policy are the following: 

a. An environment of fairness, ethical behaviour and honesty for our employees, 
contractors, suppliers and other parties with whom the City has established 
a relationship; 
 

b. Zero tolerance for Fraud; and 
  

c. Reasonable efforts to obtain recovery of any losses due to Fraud. 

5. Policy Statements 

5.1 Any person who suspects an act of Fraud by a person who falls under the scope of 
this Policy must immediately report the event. Reports can be made directly to the 
Chief Audit Executive (CAE) or anonymously via the Fraud Prevention Hotline. 

5.2 The City will not tolerate any form of retaliation against Whistleblowers who, in good 
faith, provide information concerning known or suspected Fraud.  

5.3 Through all levels of management, City staff are responsible for the detection and 
prevention of Fraud. 

5.4 It is the City’s intent to fully investigate any suspected acts of Fraud, in an impartial 
manner regardless of the suspected person’s length of service, position, title or 
relationship to the City. 

5.5 Due to the important and sensitive nature of suspected Fraud, effective professional 
follow up and investigation is critical. Individiuals reporting suspected incidents of 
Fraud should not, under any circumstances, perform investigative or other follow up 
steps on their own. 

5.6 The Office of Internal Audit should be contacted if there are any questions or for 
clarification of what constitutes Fraud. 

6. Definitions and Acts Constituting Fraud 

6.1 Assets – All property of the City, including but not limited to equipment, financial 
assets, land, vehicles, material, uniforms, cell phones, computers, electronic mail, 
internet services, records, information and work time. 

 
6.2 Fraud – All unethical or dishonest acts including acts of deception, abuse, waste 

and misconduct such as:  
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a.  Intentional diversion, manipulation, misapplication, mistreatment or misuse of 
City resources; 

b.  The extravagant or excessive use of a person’s position or authority; 
c.  A false representation of facts, including making false or misleading 

statements, or trying to hide wrongdoing by an individual(s) or an organization; 
d.  Deception which is intentional and results in a benefit to the individual carrying 

out the fraud and/or causes damage, harm, or loss to the City or others; 
e. Unnecessary spending or careless squandering of the City’s resources, 

whether intentional or unintentional;  
f. Conduct contrary to the Employee Code of Conduct, specifically:  

 Failure to disclose a conflict of interest regardless of whether the 
personal interest is direct or indirect;  

 Breach of trust;  

 Solicitation of gifts and/or benefits;  

 Use of City property and Assets for personal benefit, gain or 
enjoyment.  

Some examples include: 

 Obtaining a benefit or service from the City for which an individual does not 
qualify 

 Providing a benefit or service to someone for which that individual does not 
qualify 

 Unauthorized reductions in fees or fines 

 Suspending or terminating enforcement action based on a personal 
relationship 

 Bid-fixing 

 Authorizing contracts in violation of city purchasing laws 

 Failure to disclose an actual or potential conflict of interest 

 Accepting bribes or kickbacks  

 Accepting gifts in excess of $50  

 Carrying on a personal business during City of Brampton work hours using 
City resources 

 Wilful destruction of City property 

 Forgery or alteration of a cheque, document, or account belonging to the 

City 

 Misappropriation or embezzlement of City funds, securities, supplies or  

other Assets  

 Unauthorized personal use of Assets  

 Personal use of procurement cards (P-Card) without reimbursement 

 Profiting as a result of insider knowledge 

 Theft of cash, cheques, procurement cards or other Assets 

 Falsifying records such as timecards, expense reports or official documents 

 Any activity (including computer related) involving the alteration, 

destruction, forgery or manipulation of data for fraudulent purposes or 

misappropriation of City-owned software, hardware  or other Assets 
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 Breach of federal, provincial or municipal legislation 

 Employee with access to confidential information who sells this information 

for personal gain 

 Accepting or seeking anything of material value from contractors, vendors, 

or persons providing services/material to the City or City job applicants. 

 Unauthorized use or misuse of City facilities, equipment, vehicles or other 
Assets. 

 Falsifying time worked or leave taken on a timesheet 

 Retaining ineligible dependents on health care coverage 

 Incurring unnecessary costs as a result of inefficient or negligent practices, 
systems or controls.  
 

6.4 Whistleblower - a person who, in good faith, reports an activity which he or she 
believes to be Fraud.   

7. Investigating Fraud 

7.1 The Office of Internal Audit has the primary responsibility for the management and 
coordination of the investigation of all suspected Fraud and related investigative 
activities with appropriate parties, as required.  

   
7.2 The Office of Internal Audit and, if applicable, the members of the investigative team 

will have: 
  

 Free and unrestricted access to all City records and premises, whether owned 
or rented 

 The authority to examine, copy and/or remove all or any portion of the contents 
of files, desks, cabinets and other storage facilities (whether in electronic or other 
format) without the prior knowledge or consent of any individual who might use 
or have custody of such items or facilities when it is within the scope of 
investigation or related follow up activities. 

 
7.3 Any employee involved in an investigation of suspected Fraud shall keep the content 

of the investigation confidential.  Investigation results will not be disclosed or 
discussed with anyone other than those who have a legitimate need to know. 

8. Acting in Good Faith 

8.1 Anyone reporting a Fraud must be acting in good faith or have reasonable grounds 
for believing the information provided.  
 

8.2 No disciplinary action will be recommended or taken against an individual who 
makes an allegation in good faith, regardless of the outcome of the investigation. 
 

8.3 Allegations made maliciously or that are known to be false will not be tolerated.   
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9. Whistleblower Protection 

9.1 All Whistleblowers’ identities will remain confidential and anonymous. 

9.2 City employees must not retaliate against a Whistleblower for reporting in good 
faith an activity that a person believes to be fraudulent or dishonest with the intent 
of adversely affecting the terms or conditions of employment (including threats of 
physical harm, dismissal, transfer to an undesirable job assignment, demotion, 
suspension, or impact on salary or wages). 

9.3 Protection from retaliation is not intended to prohibit managers or supervisors from 
taking action, including disciplinary action, as part of their normal duties and based 
on valid performance-related factors. 

10. Fraud Awareness Training 

10.1 Each City employee is required to attend at least one session of Fraud Awareness 
Training every two years.  Coordination and tracking of training will be done by 
Human Resources. 

11. Distribution 

11.1 All City employees will be provided with a copy of this Policy.  

11.2 All newly hired employees and volunteers will be provided with a copy as part of 
their orientation and will be required to provide a written acknowledgement upon 
receipt of the Policy. 

11.3 On an annual basis, all employees are required to acknowledge understanding of 
this Policy by signing an acknowledgement form. 

12. Related Policies and Administrative Directives 

12.1 This Policy is designed to augment the corporate policies, identified below, 
containing related information and is not intended to replace or preclude them.  

12.2 To the extent that this Policy may conflict with any other policies containing related 
information, this Policy shall apply.   

13. Roles and Responsibilities 

13.1 Council is responsible for: 

a. ensuring adequate resources are made available to support investigations. 

13.2 Chief Audit Executive (CAE) is responsible for: 

a. Coordinating investigations; 
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b. Advising Council of any allegations that, if true, may involve significant, imminent 
risk to the City; 
 

c. Administration, recommended revision, interpretation and application of this 
Policy; and 
 

d. Management and coordination of the investigation of all suspected Fraud and 
related investigative activities with appropriate parties and authorities, as required. 

13.3 Employees with direct reports are responsible for: 

a. Recognizing the types of Fraud, risks and potential exposures that might occur 
within his or her area of responsibility and be alert for any indications of such 
conduct; 
  

b. Creating and maintaining effective monitoring, review and control procedures that 
will prevent and detect Fraud; and 
 

c. Retaining accountability for the effectiveness of the above responsibilities even 
when authority to carry them out is delegated to subordinates. 

13.4 All Employees are responsible for: 

a. Reporting, in good faith, any suspected Fraud. 

13.5 Human Resources Department is responsible for: 

a. Providing a copy of this Policy to all newly hired City employees and volunteers as 
part of their orientation; 
 

b. Retaining a copy of the written acknowledgement that the individual(s) have 
received this Policy; and  

c. Obtaining annual confirmation of adherence to this Policy from all employees. 

14. Monitoring and Compliance 

14.1 Consequences of non-compliance  

a. Any breach by a person who falls under the scope of this Policy will result in 
disciplinary action up to and including dismissal and/or prosecution by appropriate 
authorities.  The Director of Human Resources and/or the City Solicitor will be 
consulted in advance of such action being taken. 

b. Failure to comply by a consultant, vendor, contractor, outside agency, a person 
doing business with the City or a person in any other relationship with the City will 
result in an action being taken, including the cancellation of the business or other 
relationship between the entity and the City or the termination of any contract in 
accordance with its terms.  
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c. Any identified Fraud may be reported to the appropriate regulatory or other 
authorities.  

d. The City will pursue every reasonable effort to obtain recovery of losses due to 
Fraud. 

15. References and Resources 

References to related bylaws, Council policies, and administrative directives 

 Corporate Values 

 Respectful Workplace Policy 

 Employee Code of Conduct 

 Conflict of Interest Policy 

 Conflict of Interest Provincial Offences Act Policy 

 Information Technology Use Policy  

 Purchasing Card Policy 

 Purchasing By-Law 

 Employee Expense Policies (various) 

 

Revision History 

Date Description 

2018/03/07 Replaces Policy 2.14.0 Corporate Fraud Prevention Policy 

2019/03/07 Next Scheduled Review (annual review) 
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Clarifying what it takes to be responsible, knowledgeable, and effective

.  .  .  .  .  .

      



Responsibility for corporate governance 
is spread among several organizational
entities. The cornerstones of effective 
governance are the board of directors,
executive management, the internal 
auditors, and the external auditors. No 
single committee of the board is more
focused on or better in tune with gover-
nance than the audit committee. 

What is the audit committee’s role in 
governance? In a nutshell, the audit 
committee should provide oversight of
financial reporting, risk management, 
internal control, compliance, ethics, 
management, internal auditors, and the
external auditors. 

CLARIFYING LIABILITY

CLARIFYING GOVERNANCE

A NEW WORLD OF CORPORATE GOVERNANCE

oday’s governance arena
requires boards of directors 
and their committees to be

proactive, informed, investigative, and
accountable. This, indeed, is good news
for stakeholders. After all, isn’t it about
time that somebody asks the tough 
questions, looks beneath the surface, 
and models accountability? 

If there is a bad-news side to this new-
world story, it’s that the stakes are greater
than ever. Gone is the day of the “figure-
head” board member whose resumé
proudly lists — in double digits — the
prestigious boards on which he or she
sits. And “sitting” hardly describes what
takes place in today’s boardroom . . . 

The public, still reeling from corporate
shenanigans brought to light over the past
few years, is more demanding and less
trusting than ever, and rightfully so.
Directors face greater challenges and
more liabilities and must err on the side 
of caution in regard to risk management,
ethics, policies, procedures, and organiza-
tional leadership. To say the least, their
plate is full.

T

1

Directors need to be realistic about their own personal liability under state and federal law, neither
exaggerating nor ignoring their exposure. 

Fiduciary duties — the duties of care and loyalty, and the expectation that directors will act in
good faith — are still the primary source of director liability under state law. Although directors
are not subject to significantly greater risk of being found liable for a breach of fiduciary duty, ris-
ing stockholder-plaintiff activism has increased the risk that directors may need to defend them-
selves in litigation alleging such a breach. 

Board members who wish to become empowered guardians and builders of corporate value must
learn and follow best practices, such as avoiding conflicts of interest and paying strict attention to
board matters, drawing on appropriate expertise, including their own.

Source: DIRECTOR LIABILITY: MYTHS,
REALITIES, AND PREVENTION
National Association of Corporate Directors

Governance is the system by which 
organizations are directed and controlled. 
It includes the rules and procedures for making
decisions on corporate affairs to ensure 
success while maintaining the right balance
with the stakeholders’ interest. 
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Some detailed audit committee 
responsibilities include:

• Ensuring that financial statements 
are understandable, transparent, 
and reliable.

• Ensuring the risk management 
process is comprehensive and 
ongoing, rather than partial and 
periodic. 

• Helping achieve an organization-
wide commitment to strong and 
effective internal controls, 
emanating from the tone at the top.

• Reviewing corporate policies 
relating to compliance with laws 
and regulations, ethics, conflicts of 
interest, and the investigation of 
misconduct and fraud. 

• Reviewing current and pending 
corporate-governance-related litigation 
or regulatory proceedings to which 
the organization is a party.

• Continually communicating with 
senior management regarding 
status, progress, and new 
developments, as well as 
problematic areas.

• Ensuring the internal auditors’ 
access to the audit committee, 
encouraging communication 
beyond scheduled committee 
meetings.

• Reviewing internal audit plans, reports, 
and significant findings.

• Establishing a direct reporting 
relationship with the external 
auditors. 

2



Leading audit committee practices in code-of-conduct oversight include:

• Ensuring that a code of conduct has been developed.

• Reviewing it, approving it, and each year, discussing whether revisions are needed.

• Ensuring that all employees receive the code of conduct, understand it, and obtain 
appropriate training regarding it.

• Ensuring that the board receives a copy of the code and related training.

• Ensuring that communications channels are working effectively.

• Receiving and reviewing a summary of reported violations and follow-up actions. 

• Ensuring that management exhibits ethical behavior in its role of establishing the tone 
at the top.

Leading audit committee practices in overseeing compliance and ethics programs include:

• Ensuring compliance with laws and regulations.

• Staying informed about how management is monitoring program effectiveness and 
making changes as necessary.

• Meeting periodically with the program manager to discuss key risks, status, 
issues, and effectiveness.

• Staying informed on significant issues, investigations, and disciplinary actions.

• Recognizing trends and reviewing management’s plans to address them.

• Ensuring management discloses in the financial reports the impact of 
significant issues.

• Ensuring the internal auditors include assessment of compliance and ethics risks 
in their audit plan.

COMPLIMENTARY SUBSCRIPTION

Stay in the know about issues critical to
audit committees, boards, and 
executive management. The Institute of
Internal Auditors’ corporate governance
newsletter — Tone at the Top — is avail-
able both electronically and in hard copy,
free of charge. Contact pr@theiia.org to
ensure you receive this timely resource in
the format of your choice. Please designate
“Code ACB” when you make your request.  

THE TONE AT THE TOP

anagement, the board,
and the audit committee
all play critical roles in an

organization’s tone at the top. Based on
board expectations, executive manage-
ment establishes the tone. It is the audit
committee’s responsibility, though, to 
monitor that tone as well as oversee the
organization’s ethical environment and
compliance with laws and regulations.

M

3
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NOSES IN. FINGERS OUT.

alancing their role as advisor
and counselor to management
with their fiduciary duty to 

monitor and oversee management is, to
say the least, challenging for most audit
committees. They must communicate
openly and often with management, 
carefully review information received, 
and challenge management as appropri-
ate. They must not, though, play the 
management role. Some refer to this 
oversight responsibility as “Noses in; 
fingers out.”

The lines of authority for audit committees
and management should in no way be
murky. There should be a clear under-
standing and consensus regarding where
management ends and the audit commit-

B

COMMUNICATIONS CHECKLIST

tee begins. To ensure this clarity, strong
communications are essential both during
and outside of committee meetings.
Management should view the audit 
committee as an asset and seek its input
prior to, rather than after making key 
decisions.

Ongoing communication will help build a
trusting relationship between the audit
committee and management. However, 
it requires time and commitment of both
parties. To clarify the level of communica-
tion that you as an audit committee 
member should expect, review the
“Communications Checklist” below.

4

nn Management is easily accessible.
nn Management reaches out to you regularly.
nn Management answers your questions fully and promptly.
nn Management provides factual information to support responses.
nn Management admits not knowing an answer.
nn Management supports the audit committee by contacting additional 

resources and specialists.
nn Management advises you of significant issues in a timely manner.
nn Management seeks your input in advance of key decisions.

The audit committee also should ensure the financial leadership team is
well-qualified and competent, succession planning issues are addressed,
and the entire financial activity is strong.



Risk Management
An enterprise-wide risk management
process, such as COSO’s Enterprise Risk
Management – Integrated Framework
should be implemented, in which key risks
to all areas of the organization (strategic,
operational, reporting, and compliance) are  
identified. Enterprise risk management
(ERM) is a structured and coordinated 
entity-wide governance approach to 
identify, quantify, respond to, and monitor
the consequences of potential events. The
organization should learn from the past by
monitoring the risk realization history, as well
as plan for the future by identifying emerging
risks. NOTE: All risk is not bad. There must
be discussions on the organization’s
“appetite” for risk, consensus on what is 
considered the acceptable level of risk, and 
a process for risk monitoring. 

Control Assessment
For effective control assessment process-
es, the audit committee should have upfront
involvement. It must have an understanding
of management’s process for assessing
internal controls, applicable regulatory 
controls, and the greatest risks the organi-
zation faces. There should be in place a
process for assessing and reporting on not
only financial controls, but also controls
throughout the enterprise. Also, a fraud 
prevention and detection program should
be established. There should be clarification
and agreement on terminology, definitions,
and issues to be discussed. Inherent in the
entire process should be transparency of
disclosures, updates, discussions on 
control impacts, oversight monitoring, a
review of the external auditors’ assessment
plan and discussion of their opinions, and

CLARIFYING COSO

5

KEY ISSUES OF CONCERN

hat keeps audit committee
members awake at night?
Among at least a dozen

things they have (or should have) on their
minds are five key issues: financial accura-
cy, risk management, control assessment,
external auditor oversight, and the effective
use of internal auditing. 

Financial Accuracy
The primary concerns about financial 
accuracy include the completeness of 
financial disclosures, significant business
and accounting policy changes, correct and
truthful reporting, and interim reviews of
financial statements. Audit committee 
members should know the right questions
to ask to build their financial acumen. 
They should be aware of the thresholds of
materiality, compare current accounting
policies with other alternatives, review key
estimates versus historical data, and dis-
cuss the areas most susceptible to fraud.
They also should ask for the internal and
external auditors’ opinions, read and com-
pare the narratives with other information,
and use a checklist for meeting disclosure 
requirements.

W

The Committee of Sponsoring Organizations of the Treadway Commission (COSO) is a voluntary 
private sector organization dedicated to improving the quality of financial reporting through 
business ethics, effective internal controls, and corporate governance. COSO comprises the
American Accounting Association (AAA), the American Institute of Certified Public Accountants
(AICPA), Financial Executives International (FEI), The Institute of Internal Auditors (IIA), and the
Institute of Management Accountants (IMA).

Web site: www.coso.org
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review of the techniques in place for fraud
identification.

NOTE: COSO’s Internal Control – Integrated
Framework is a helpful tool.

External Auditor Oversight
The audit committee should own the rela-
tionship with the external auditors, who pro-
vide an annual opinion on the financial
statements. Ownership requires direct
reporting, ongoing communication, frequent
meetings, and robust discussions about
audit scope and results. Oversight issues
also include compensation, scope, selec-
tion criteria, independence, rotation, moni-
toring, and performance assessment. If
management, rather than the audit commit-
tee, owns the relationship with the external
auditors, the committee should take imme-
diate steps to claim ownership. 

6

Effective Use of Internal Auditing
Performed by professionals with an in-depth 
understanding of the business culture, systems, and
processes, the internal audit activity provides assur-
ance that internal controls in place are sufficient to
mitigate the risks, that the governance processes
are adequate, and that organizational goals and
objectives are met.

The audit committee and the internal auditors are
interdependent and should be mutually accessible,
with the internal auditors providing objective opin-
ions, information, support, and education to the 
audit committee; and the audit committee providing
validation and oversight to the internal auditors. 

The Certified Internal Auditor (CIA) demonstrates 
professionalism and competency, and the
International Standards for the Professional Practice
of Internal Auditing (Standards) outline the tenets 
of the internal audit profession. The internal audit
activity should be conducted in accordance with the
Standards, should have in place a Quality Assurance

and Improvement Program, and
should have and follow an internal
audit charter. The work of the internal
and external auditors should be 
coordinated for optimal effectiveness
and efficiency.

CLARIFYING AUDITOR INDEPENDENCE

The external auditors are independent of the organization. 
By contrast, the internal auditors, who are integral to their
organization, demonstrate organizational independence and
objectivity in their work approach and are independent of the 
activity they audit. The internal auditors’ reporting relationship
to the audit committee is critical to independence of their
activity.



aving an in-depth 
understanding of internal
audit objectivity, reporting

structure, independence, staffing, 
prioritization, and how your internal 
audit activity adds value will help you 
stay on purpose.  

Objectivity
To maintain objectivity, internal auditors
should have no personal or professional
involvement with or allegiance to the area
being audited; and should maintain an 
un-biased and impartial mindset in regard
to all engagements. 

Reporting Structure
To ensure transparency and thwart 
collusion and conflicts of interests, best
practice indicates that the internal audit
activity should have a dual reporting 
relationship. The chief audit executive
(CAE) should report to executive 
management for assistance in establishing
direction, support, and administrative 
interface; and to the audit committee 
for strategic direction, reinforcement, 
and accountability.

Independence
The internal audit charter should establish
independence of the internal audit activity
by the dual reporting relationship. The
internal auditors should have access to
records and personnel as necessary, and
be allowed to employ appropriate probing
techniques without impediment. 

Risk Management
Implemented by management, ERM is 
evaluated by the internal auditors for 
effectiveness and efficiency. Specifically,
risk mitigation and residual risks should be
reviewed, and the internal auditors should
provide an opinion on the risk manage-
ment process.

CLARIFYING THE VALUE OF INTERNAL AUDITING

H Staffing
A broad range of skills and expertise, and
ongoing professional development are 
critical to the formation and maintenance
of an effective internal audit activity.
Essential elements include in-depth knowl-
edge of the organization’s industry, and
internal audit Standards and best 
practices; technical understanding and
expertise; knowledge on and skills for
implementing and improving processes in
both financial and operational areas; and
strong communication and presentation
skills. 

Although some co-sourcing and outsourc-
ing might be necessary when unique com-
petencies and specialty skills are not
affordable or available, the internal audit
activity should be managed from within the
organization. 

7

Prioritization
Effective prioritization involves staying in
sync with the organization’s risk priorities
and taking a risk-based approach to 
internal audit planning. By continuously
monitoring organizational changes that
might alter the plan, the CAE should be
well equipped and positioned to make
informed and educated recommendations
to management and the board on the most
effective use of internal audit resources.

Adding Value
Internal auditing serves management and
the board, assesses the ethical climate
and the effectiveness and efficiency of
operations, and provides a safety net 
for organizational compliance with rules, 
regulations, and overall best business
practices.
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ASKING THE RIGHT QUESTIONS

1. Should we have an internal audit activity?

2. What should our internal audit activity do?

3. What should be the mandate of our internal  
audit activity?

4. What is the relationship between the internal 
auditors and the audit committee?

5. To whom should the internal auditors report 
administratively?

6. How is the internal audit activity staffed?

7. How do the internal auditors get and 
maintain the expertise they need to conduct 
their assignments?

8. Are the activities of our internal auditors 
appropriately coordinated with those of the 
external auditors? 

9. How is the internal audit plan developed?

10. What does the internal audit plan not cover?

11. How are internal audit findings reported?

12. How are our corporate managers required to 
respond to internal audit findings and 
recommendations?

13. What services do our internal auditors 
provide regarding fraud?

14. How are we assured of internal audit 
effectiveness and quality?

15. Does our internal audit activity have 
sufficient resources?

16. Does our internal audit activity have 
appropriate support from the CEO and 
senior management team?

17. Are we satisfied that this organization 
has adequate internal controls over its 
major risks?

18. Are there any other matters that should 
be brought to our attention?

19. Are there other ways in which we and 
our internal auditors might support 
each other?

20. Are we satisfied with our internal audit 
activity?

SOURCE: Adapted from “20 Questions,” originally produced by the
Canadian Institute of Chartered Accountants

8

BEING ON PURPOSE

As a member of the audit committee, you serve as a part of an independent oversight subset of the board of directors.
Your role is critical to ensuring the organization has strong and effective processes relating to independence, internal con-
trol, risk management, compliance, ethics, and financial disclosures. Working toward goals that are consistent with those of
the audit committee, the internal auditors aid in the execution of your committee’s corporate governance responsibilities. In
fact, their primary purpose is to help ensure that management and the board meet organizational objectives. To do this,
their scope of work should include evaluation of risk in regard to legal and regulatory compliance, conflicts of interest,
unethical behavior, and fraudulent activities; and investigation of such initiatives as company whistleblower hotlines.

ecause the audit committee is responsible
to the board for oversight of management
reporting on internal control, and because

the internal auditors play a key role in assessing and
reporting on risk management and internal controls,
these two entities share a healthy interdependence.
The critical connection between audit committee
effectiveness and internal auditing mandates 
that committee members maintain an in-depth under-
standing of internal audit best practices and how
their internal audit activity is functioning.

At the very least, every audit committee member
should be able to correctly answer the 20 

questions below. These questions will serve 
as a tool to trigger awareness of the areas for which
committee members might need more information.
For definitions, explanations on why each topic 
is important, and best-practice recommendations,
please refer to www.theiia.org. Enter key words,
Audit Committee, in the search engine and review
“20 Questions.” Based on the guidance included in
the full document, you may determine the need for
additional information on your specific organization.
Many of the answers you seek will reside with the
CAE. You may want to discuss others, however, with
your organization’s executive management team.

B



ow does the audit committee
go about living up to its 
significant governance

responsibilities, achieving its goals, 
fulfilling its purpose, and meeting the high
expectations of the board of directors,
shareholders, and other outside parties?

The audit committee’s charter is its blue-
print for operations. Highly customized to
best meet the needs of an organization’s
industry, mission, and culture, the charter
should clearly delineate audit committee
processes, procedures, and responsibili-
ties that have been sanctioned by the
entire board. In short, it “charts” the 
committee’s course for the year.

The audit committee charter should 
define membership requirements, include 
a provision for a financial expert, allow for

CHARTING THE COURSE

H yearly reviews and changes, designate 
the minimum number of meetings to be
conducted, accommodate executive 
sessions with appropriate entities, and
allow for engaging outside counsel as
needed. The charter also should outline
the committee’s responsibilities in regard
to risk management, compliance issues,
and review of its own effectiveness; 
identify the specific areas the audit 
committee should review as well as with
whom those reviews will be conducted;
and include such specific roles as annual
report preparation oversight and yearly 
agenda planning. 

In addition and very important, the charter
should delineate the audit committee’s
relationships with the internal and external
auditors, including responsibility for review-
ing and concurring on the selection or 

SAMPLE AUDIT COMMITTEE CHARTER

PURPOSE
To assist the board of directors in fulfilling its oversight
responsibilities for (1) the integrity of the company’s finan-
cial statements, (2) the company’s compliance with legal
and regulatory requirements, (3) the independent audi-
tor’s qualifications and independence, and (4) the 
performance of the company’s internal audit function and
independent auditors. The audit committee will also pre-
pare the report that regulatory rules require be included
in the company’s annual proxy statement.

AUTHORITY
The audit committee has authority to conduct or author-
ize investigations into any matters within its scope of
responsibility. It is empowered to: 

• Appoint, compensate, and oversee the work of 
the public accounting firm employed by the 
organization to conduct the annual audit. This 
firm will report directly to the audit committee.

• Resolve any disagreements between 
management and the auditor regarding 
financial reporting.

• Pre-approve all auditing and permitted non-
audit services performed by the company’s 
external audit firm.

• Retain independent counsel, accountants, or

others to advise the committee or assist in the 
conduct of an investigation.

• Seek any information it requires from employees – 
all of whom are directed to cooperate with the 
committee’s requests – or external parties.

• Meet with company officers, external auditors, 
or outside counsel, as necessary.

• The committee may delegate authority 
to subcommittees, including the authority to 
pre-approve all auditing and permitted non-audit 
services, providing that such decisions are 
presented to the full committee at its next 
scheduled meeting.

COMPOSITION
The audit committee will consist of at least three and no
more than six members of the board of directors. The
board nominating committee will appoint committee mem-
bers and the committee chair.
Each committee member will be both independent and
financially literate. At least one member shall be designated
as the “financial expert,” as defined by applicable legisla-
tion and regulation. No committee member shall simultane-
ously serve on the audit committees of more than two
other public companies.

MEETINGS
The committee will meet at least four times a year, 
with authority to convene additional meetings, as 
circumstances require. All committee members are
expected to attend each meeting, in person or via tele- or
video-conference. The committee will invite members of
management, auditors or others to attend meetings and
provide pertinent information, as necessary. It will meet
separately, periodically, with management, with internal 
auditors and with external auditors.It will also meet 
periodically in executive session. Meeting agendas will 
be prepared and provided in advance to members, 
along with appropriate briefing materials. Minutes will be
prepared.

RESPONSIBILITIES
The committee will carry out the following responsibilities:
Financial Statements
• Review significant accounting and reporting 

issues and understand their impact on the 
financial statements. These issues include:

- Complex or unusual transactions and 
highly judgmental areas

- Major issues regarding accounting 
principles and financial statement 
presentations, including any significant 

dismissal of the CAE; appointing, evaluat-
ing, setting time limits for, and discharging
(with the concurrence of the full board) the
external auditors; and evaluating the inde-
pendence of both the internal and external
auditors. 

No sample charter encompasses all 
activities that might be appropriate to a
particular audit committee, nor will all
activities identified in a sample charter be
relevant to every committee. Accordingly,
the following charter is a starting point and
can be tailored to any committee’s needs
and governing rules. It is based on an
audit committee charter issues matrix
developed for The Institute of Internal
Auditors Research Foundation by James
Roth, Ph.D.,CIA, CCSA, and Donald
Espersen, CIA.

9
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changes in the company’s selection or application of 
accounting principles

- The effect of regulatory and accounting initiatives, as 
well as off-balance sheet structures, on the financial 
statements of the company.

• Review analyses prepared by management and/or the 
independent auditor setting forth significant financial 
reporting issues and judgments made in connection with 
the preparation of the financial statements, including 
analyses of the effects of alternative GAAP methods on 
the financial statements.

• Review with management and the external auditors the 
results of the audit, including any difficulties encountered. 
This review will include any restrictions on the scope of the 
independent auditor’s activities or on access to requested 
information, and any significant disagreements with 
management.

• Discuss the annual audited financial statements and 
quarterly financial statements with management and the 
external auditors, including the company’s disclosures 
under “Management’s Discussion and Analysis of Financial 
Condition and Results of Operations.”

• Review disclosures made by CEO and CFO during the 
Forms 10-K and 10-Q certification process about 
significant deficiencies in the design or operation of 
internal controls or any fraud that involves management 
or other employees who have a significant role in the 
company’s internal controls.

• Discuss earnings press releases (particularly use of 
“proforma,” or “adjusted” non-GAAP, information), as well 
as financial information and earnings guidance provided to 
analysts and rating agencies. This review may be general 
(i.e., the types of information to be disclosed and the type 
of presentations to be made). The audit committee does 
not need to discuss each release in advance.

Internal Control
• Consider the effectiveness of the company’s internal 

control system, including information technology security 
and control.

• Understand the scope of internal and external auditors’ 
review of internal control over financial reporting, and 
obtain reports on significant findings and recommenda-
tions, together with management’s responses.

Internal Auditing
• Review with management and the chief audit executive the 

charter, plans, activities, staffing, and organizational 
structure of the internal audit function.

• Ensure there are no unjustified restrictions or limitations, 
and review and concur in the appointment, replacement, 
or dismissal of the chief audit executive.

• Review the effectiveness of the internal audit function, 
including compliance with The IIA’s International Standards 
for the Professional Practice of Internal Auditing.

• On a regular basis, meet separately with the chief audit 
executive to discuss any matters that the committee or 
internal auditing believes should be discussed privately.

External Auditing
• Review the external auditors’ proposed audit scope and 

approach, including coordination of audit effort with 
internal auditing.

• Review the performance of the external auditors, and 
exercise final approval on the appointment or discharge 
of the auditors. In performing this review, the committee will:

- At least annually, obtain and review a report by the 
independent auditor describing the firm’s internal 
quality-control procedures; any material issues raised 
by the most recent internal quality-control review, 

or peer review, of the firm, or by any inquiry or investigation 
by governmental or professional authorities, within the preceding 
five years, respecting one or more independent audits carried out
by the firm, and any steps taken to deal with any such issues; 
and (to assess the auditor’s independence) all relationships 
between the independent auditor and the company.

- Take into account the opinions of management and 
internal auditing.

- Review and evaluate the lead partner of the independent auditor.

- Present its conclusions with respect to the external auditor to the
board.

• Ensure the rotation of the lead audit partner every five years and
other audit partners every seven years, and consider whether there
should be regular rotation of the audit firm itself.

• Present its conclusions with respect to the independent auditor to
the full board.

• Set clear hiring policies for employees or former employees of the
independent auditors.

• On a regular basis, meet separately with the external auditors to
discuss any matters that the committee or auditors believe should
be discussed privately.

Compliance
• Review the effectiveness of the system for monitoring compliance

with laws and regulations and the results of management’s investi-
gation and follow-up (including disciplinary action) of any instances
of noncompliance.

• Establish procedures for: (1) The receipt, retention, and treatment
of complaints received by the listed issuer regarding accounting,
internal accounting controls, or auditing matters; and (2) The confi-
dential, anonymous submission by employees of the listed issuer of
concerns regarding questionable accounting or auditing matters.

• Review the findings of any examinations by regulatory agencies, and
any auditor observations.

• Review the process for communicating the code of conduct to 
company personnel, and for monitoring compliance therewith. 

• Obtain regular updates from management and company legal 
counsel regarding compliance matters.

Reporting Responsibilities
• Regularly report to the board of directors about committee 

activities and issues that arise with respect to the quality or 
integrity of the company’s financial statements, the company’s 
compliance with legal or regulatory requirements, the performance
and independence of the company’s independent auditors, and the
performance of the internal audit function.

• Provide an open avenue of communication between internal audit,
the external auditors, and the board of directors.

• Report annually to the shareholders, describing the committee’s
composition, responsibilities and how they were discharged, and
any other information required by rule, including approval of non-
audit services.

• Review any other reports the company issues that relate to 
committee responsibilities.

Other Responsibilities
• Discuss with management the company’s major policies with

respect to risk assessment and risk management.
• Perform other activities related to this charter as requested by the

board of directors.
• Institute and oversee special investigations as needed.
• Review and assess the adequacy of the committee charter annually,

requesting board approval for proposed changes, and ensure
appropriate disclosure as may be required by law or regulation.

• Confirm annually that all responsibilities outlined in this charter have
been carried out.

• Evaluate the committee’s and individual members’ performance at
least annually.
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Foreword
This is the second edition of our flagship 

governance guide – “What every 
director should know”. Since we 
published the original in April 2013 
the Financial Reporting Council has 
revised the Corporate Governance 
Code and published new guidance on 

risk management and internal control, 
the UK and Ireland governments have 

rolled out comprehensive internal audit 
standards, and the IIA has produced a Code of good practice 
for internal audit in the UK financial services sector. These 
are having a significant impact on the governance of internal 
audit and the expectations boards are placing on it. 

This new version of our guide reflects these changes. It has 
also been expanded to cover new topics of direct relevance 
to boards, and in particular audit committee chairs, such 
as the audit of culture, risk-based internal auditing, and 
evaluating the effectiveness of the function. As before, we are 
grateful to the IOD for endorsing this publication.

Internal audit is the eyes and ears of the board and its 
committees, above all its audit committee. Working 
independently of management, internal audit provides
objective assurance to directors that, in the pursuit of the 
company’s objectives, risks are being managed effectively, 
financial and other controls are in place, and the organisation 
is being properly governed. Here are ten essential actions for 
boards to take to ensure that their organisation maximises 
internal audit’s value and gains maximum protection and 
assurance from its activities.

In many organisations board responsibility for internal audit 
has been devolved to an audit committee, and we therefore 
address this guidance to audit committees. However the 
information is just as relevant for other board members, 
especially the chair, and senior members of the executive, 
notably the Chief Executive Officer. While some of the 
terminology used in this guidance relates to the private 
sector, organisations in the public sector and third sector 
should also find it invaluable.
 
Dr ian Peters
Chief Executive 
April 2015
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1 Take responsibility for the provision of internal audit, including whether to have 
it and how it is provided.

2 Assess and approve the internal audit charter (terms of reference) and review regularly.

3 Ensure a close working relationship with the Head of Internal Audit, promoting effective 
formal and informal communication.

4 Assess the resourcing of the internal audit function.

5 Monitor the quality of internal audit work, both in-house and external.

6 Evaluate, approve and regularly review the risk-based annual internal audit plan.

7 Oversee the relationship between internal audit and centralised risk monitoring.

8 Ensure the collective assurance roles of internal audit, other internal assurance providers 
and external audit, are coordinated and optimised.

9 Assess internal audit findings and the breadth and depth of internal audit reports.

10 Monitor management implementation of internal audit recommendations.

ten ways to get the most  
from internal audit
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Internal audit is a key component of corporate 
governance – the eyes and ears of the board and its 
committees, above all the audit committee. When 
properly resourced, positioned and targeted, internal 
audit gives an unbiased and objective helicopter 
view of what is happening in the organisation. 
Working independently of management within the 
organisation, internal audit provides assurance that, 
in the pursuit of the company’s objectives, internal 
controls are operating, risks are being managed 
effectively within the defined risk appetite, and the 
organisation is being properly governed.

Effective corporate governance

The IIA International Standards define governance 
as “the combination of processes and structures 
implemented by the board in order to inform, direct, 
manage and monitor the activities of the organisation 
toward the achievement of its objectives”. 

According to the Financial Reporting Council’s 
(FRC’s) UK Corporate Governance Code, the purpose 
of corporate governance is to facilitate effective, 
entrepreneurial and prudent management that can 
deliver the long-term success of the company. Strong 
corporate governance relies on robust processes for 
reporting, risk management and internal control. 
According to the Code, directors should monitor the 
company’s risk management and internal control 
systems and, at least annually, carry out a review of 
their effectiveness, and report on that review in the 
annual report.

Culture, values and ethics are increasingly important 
considerations in the governance of organisations. 
For the first time the 2014 edition of the Corporate 
Governance Code highlights a key role for the board 
in establishing culture, values and ethics, considering 
among other things the culture it wishes to embed, 
and whether this has been achieved. It is not sufficient 

how internal audit works for you

1 As noted above, in this paper we refer to the actions of the audit committee. While boards often delegate day-to-day oversight to the audit committee 
(where there is one) final responsibility for internal audit rests with the board.

for the board simply to set the desired values. The 
board also needs to ensure they are communicated 
by management, incentivising the desired behaviours 
and sanctioning inappropriate behaviour, and must 
assess whether the desired values and behaviours have 
become embedded at all levels.

In many organisations audit committees are charged 
with overseeing, on behalf of the board, the quality of 
all the above processes. Indeed the establishment of 
an audit committee is a requirement of the Corporate 
Governance Code for publicly listed companies on a 
comply-or-explain basis. In other organisations the 
board and its individual directors will retain some or all 
of the functions of committees of the board, such as 
the audit or risk committee. 

internal audit – a vital tool of the 
audit committee1

The audit committee’s tasks include reviewing the 
company’s internal controls and, unless expressly 
addressed by a separate board risk committee 
composed of independent directors or by the board 
itself, reviewing the company’s governance and risk 
management systems. To do this, it utilises the skills 
and expertise of the internal audit function, agreeing 
the scope of its work, its priorities and resources.

It must also monitor and review the effectiveness of the 
organisation’s internal audit function. Where there is 
no internal audit function, the audit committee should 
consider annually whether there is a need for it and 
make a recommendation to the board, and the reasons 
for the absence of such a function should be explained 
in the relevant section of the annual report.
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The audit committee reviews and approves internal 
audit’s remit, having regarded the complementary 
roles of the internal and external audit functions. 
It ensures that internal audit is free to work 
independently and objectively, i.e. free from the 
influence of those being audited. It ensures that 
internal audit has the necessary resources and access 
to information to enable it to fulfil its mandate, and is 
equipped to perform in accordance with appropriate 
professional standards for internal auditors (the 
Institute of Internal Auditors’ Code of Ethics and the 
International Standards for the Professional Practice 
of Internal Auditing). The committee also approves 
the appointment or termination of appointment of 
the Head of Internal Audit, and its chair should play a 
direct role in decisions concerning the Head of Internal 
Audit’s appraisal and remuneration.

In its review of the work of internal audit, the audit 
committee:

• Ensures that the Head of Internal Audit has 
direct access to the board chairman and to the 
audit committee, and is accountable to the  
audit committee;

• Ensures that internal audit is appropriately tasked 
and resourced, and has sufficient authority and 
standing to carry out its tasks effectively;

• Reviews and assesses the annual internal audit 
work plan;

• Receives a periodic report on the results of the 
internal auditors’ work;

• Reviews and monitors management’s 
responsiveness to the internal auditor’s findings and 
recommendations;

• Meets with the Head of Internal Audit at least once 
a year without the presence of management; and

• Monitors and assesses the quality and effectiveness 
of internal audit, and its role in the overall context 
of the company’s risk management system.
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Internal audit has a key role in the corporate governance 
structure to assure on the effective management of risk:

• The board provides direction to senior management 
by setting the organisation’s risk appetite. It also 
seeks to identify the principal risks facing the 
organisation. Thereafter, the board assures itself 
on an ongoing basis that senior management is 
responding appropriately to these risks.

• The board delegates to the CEO and senior 
management primary ownership and responsibility 
for operating risk management and control. It 
is management’s job to provide leadership and 
direction to the employees in respect of risk 
management, and to control the organisation’s 
overall risk-taking activities in relation to the agreed 
level of risk appetite.

To ensure the effectiveness of an organisation’s risk 
management framework, the board and senior 
management need to be able to rely on adequate 
line functions – including monitoring and assurance 
functions – within the organisation. The IIA and the 
IoD endorse the “Three Lines of Defence” model  
as a way of explaining the relationship between these 
functions and as a guide to how responsibilities should 
be divided.
 
• the first line of defence – functions that own and 

manage risk; 

• the second line of defence – functions that oversee or 
specialise in risk management, compliance, etc. and

• the third line of defence – functions that provide 
independent assurance, above all internal audit. 

internal audit and the governance  
of risk – the three lines of defence

Management 
Controls

Internal 
Control 

Measures
Internal Audit

1st Line of Defence 2nd Line of Defence 3rd Line of Defence

Executive Management

Board / Audit Comittee

Financial Controller
Security

Risk Management

Quality
Inspection

Compliance

Under the first line of defence, operational 
management has ownership, responsibility and 
accountability for directly assessing, controlling and 
mitigating risks.

The second line of defence consists of activities 
covered by several components of internal governance 
(compliance, risk management, quality, IT and other 
control departments). This line of defence monitors 
and facilitates the implementation of effective risk 
management practices by operational management 
and assists the risk owners in reporting adequate risk-
related information up and down the organisation.

Internal audit forms the organisation’s third line of 
defence. An independent internal audit function will, 
through a risk-based approach to its work, provide 
assurance to the organisation’s board of directors and 
senior management (see Annex 5). This assurance will 
cover how effectively the organisation assesses and 
manages its risks and will include assurance on the 
effectiveness of the first and second lines of defence. 
It encompasses all elements of an institution’s risk 
management framework (from risk identification, risk 
assessment and response, to communication of risk-
related information) and all categories of organisational 
objectives: strategic, ethical, operational, reporting and 
compliance.
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Internal audit is uniquely positioned within the 
organisation to provide global assurance to the 
audit committee and senior management on the 
effectiveness of internal governance and risk processes. 
It is also well-placed to fulfil an advisory role on the 
coordination of assurance, effective ways of improving 
existing processes, and assisting management in 
implementing recommended improvements. In such 
a framework, internal audit is a cornerstone of an 
organisation’s corporate governance.

The use of the three lines of defence to understand the 
system of internal control and risk management should 
not be regarded as an automatic guarantee of success. 
All three lines need to work effectively with each other 
and with the audit committee in order to create the 
right conditions.

In some organisations the role of internal audit is 
combined with elements from the first two lines of 
defence. For example some internal audit functions are 
asked to play a part in facilitating risk management or 
managing the internal whistleblowing arrangements. 
Where that happens, boards need to be aware of 
potential conflicts of interest and ensure they take 
measures to safeguard the objectivity of internal 
audit. (See Annex 7 on whistleblowing and corporate 
governance).

internal audit effectiveness –  
Key issues for directors 

Before considering the detailed recommendations 
of this guidance, it is important to stress the four 
fundamental issues that should be considered 
by directors in order to ensure that internal audit 
maximises its contribution to good governance:

• Internal audit should have a functional reporting 
line to the board or one of its committees, making 
it independent of the executive, able to make 
objective judgements, and giving it the authority 
to conduct its work across the whole organisation 
without constraint. To work effectively it also needs 
a close relationship with the Chief Executive and 
should have access to management information 
going to the executive committee and board.

• Internal audit must be properly resourced, including 
ensuring a consistently high level of professionalism 
and quality based on the International Standards, 
plus appropriate knowledge, skills and experience. 

• Internal audit should use a risk-based approach in 
developing and executing the internal audit plan 
in order to focus on the greatest threats to the 
organisation. (See Annex 5)

• Internal audit’s scope should be unrestricted, 
including all areas of risk – such as key corporate 
events, culture and ethics (see Annex 6), reputation, 
new products and the outcomes of processes.

The following recommendations for directors are 
consistent with the globally recognised International 
Standards for the Professional Practice of Internal Auditing 
(https://global.theiia.org/standards-guidance/ Pages/
Standards-and-Guidance-IPPF.aspx). (See Annex 3)
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1. take responsibility for the 
provision of internal audit, 
including whether to have it 
and how it is provided.

The introduction to this paper underlined the added 
value of an independent, professional internal audit 
function. For listed companies in the UK subject to 
the Corporate Governance Code, the presence of an 
internal audit function is required on a “comply or 
explain” basis. In addition, internal audit is compulsory 
for companies within the financial sector.

Audit committees should ensure that they have 
final responsibility for decisions that can affect the 
independence and objectivity of the internal audit 
function. In practice this means that internal  
audit’s functional reporting line should be to the  
audit committee.

More generally, in organisations that do not currently 
have an internal audit function (either in-house or 
out-sourced), the audit committee should regularly 
review the need for establishing one. As part of 
its management oversight role, and based on the 
underlying rationale submitted by senior management, 
the committee should either endorse or challenge any 
“go/no go” decision.

The probability and impact of organisational risks 
(including financial) and the complexity of the 
organisation, rather than simply its size, should be the 
decisive factors in the decision whether to establish an 
internal audit capability.

In some organisations, senior management and the 
audit committee may decide to opt for some form 
of outsourcing as a means of obtaining an internal 
audit capability. It is important, however, that in the 
case of full outsourcing, ultimate accountability for 
the function’s work cannot be delegated away from 
the company. Responsibility for internal audit should 
remain with the committee.

top 10 recommended audit committee 
practices for effective internal audit oversight

recommended practices:

•  The audit committee should ensure that it has final 
responsibility for decisions affecting internal audit’s 
independence and objectivity. These are outlined in 
the following sections.

•  In organisations that have no internal audit 
function, the audit committee should periodically 
review the need for establishing such a function. 
Based on the underlying rationale submitted by 
senior management, the committee should then 
endorse or challenge this “go/no go” decision. This 
should be publicly disclosed (e.g. in the corporate 
governance statement) including a meaningful 
explanation of why this decision has been taken 
and how global assurance is to be obtained by the 
committee and senior management in its absence.

•  In cases where an organisation’s management 
opts to fully outsource its internal audit function, 
the audit committee should oversee the entire 
outsourcing process, including ensuring that formal 
accountability for the appropriateness and quality 
of the outsourced work is not devolved and that 
there are no conflicts of interest.
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2. assess and approve the 
internal audit charter (terms of 
reference) and review regularly.

The internal audit charter is a formal document that 
defines the internal audit activity’s purpose, authority, 
and responsibility. The internal audit charter establishes 
internal audit’s position within the organisation, 
including the nature of the Head of Internal Audit’s 
(HIA) functional reporting relationship with the audit 
committee and senior management. It also authorises 
the internal audit department’s access to records, 
personnel, and physical locations relevant to the 
performance of engagements.

The internal audit charter also defines the scope 
of the internal audit activities. In order to optimise 
the contribution of internal audit to an effective 
governance structure, its scope of activity should not 
be confined to financial or administrative areas but 
preferably cover the full portfolio of organisational risks 
(strategic, operational, reporting, compliance) and 
include both assurance and consultancy activities.

It is important therefore to recognise that every 
internal audit charter is individual to the organisation, 
reflecting its unique structure, range of activities, 
geography and risks. As such the charter needs to be 
reviewed on a regular basis so that it is up-to-date and 
represents the full range of expectations of internal 
audit. It is essential that it keeps pace with the changes 
and emerging risks impacting the organisation, and 
the board’s risk appetite. 

Although providing assurance that risks are understood 
and managed appropriately is internal audit’s 
core activity, internal audit may from time to time 
advise management and directors on issues of risk 
management, governance and internal control. This 
is however can raise questions about whether such 
an consultancy role compromises internal audit’s 
independence and objectivity. Where internal audit 
undertakes this role, audit committees should be 
aware of the risks and satisfy themselves that sufficient 
safeguards are in place so that the internal audit 
function is not compromised.

Final approval of the internal audit charter should 
always reside with the audit committee. It should 
be reviewed annually and updated if necessary to 
reflect any changes that may have taken place in 
the organisation. A sample internal audit charter is 
included in Annex 1 of this paper.

In recent years we have been asked to provide 
consultancy services on a wider range of risks 
and business areas as the executive team has 
realised the value of our work. However, through 
the internal audit charter, our audit committee 
confirmed that our primary role is to serve the 
business as assurance providers; any consultancy 
work that internal audit carries out is secondary 
to its core focus. We have three criteria that 
need to be satisfied if we are going to carry 
out consultancy work. Firstly, the work we are 
being asked to do needs to materially impact the 
business. Secondly, we must have the skills within 
the team to be able to carry out the work. And 
thirdly, we must be able to have the time to do 
the work without jeopardising our activities in the 
core assurance programme.  

recommended practices:

•  The audit committee should review the internal 
audit charter to ensure that it allows the internal 
audit function to fully assume its responsibilities as 
a key assurance provider in respect of organisation-
wide risk management and control. The audit 
committee should approve the internal audit 
charter annually, ensuring it fully reflects the role 
and expectations of internal audit as changes occur 
in the organisation.



Page 10 | What Every Director Should Know

recommended practices:

•  The board should ensure that the HIA is 
accountable to a non-executive board member, 
such as the chair of the  audit committee.

•  The HIA should enjoy direct and unrestricted access 
to the audit committee and the board chairs.

•  The audit committee should conduct direct 
discussions with the HIA at least once a year 
without the presence of the CEO or other senior 
managers.

•  The audit committee should be informed of any 
significant differences of opinion that arise between 
senior management and the HIA on significant risk 
and control issues.

3. Ensure a close working 
relationship with the head 
of internal audit, promoting 
effective formal and informal 
communication.

In order to ensure the independence of the internal 
audit function and the objectivity of its assessments, 
it is important that the internal audit function is not 
placed hierarchically under parts of the organisation 
that are themselves subject to internal audit scrutiny.

The HIA should have an open communication line 
with the audit committee, board and other directors, 
particularly the board chair. This is especially important 
when the HIA has reason to believe that senior 
management has exposed the organisation to a 
level of residual risk that may be unacceptable to the 
organisation on the basis of its agreed risk appetite. In 
such a case the HIA must be able to report the matter to 
the audit committee chair or board chair for evaluation.

As the Senior Vice President and Director of 
Internal Audit, I report directly to the Chairman 
of the Board, thus ensuring Group Internal 
Audit’s independence within the organisation. All 
activities and processes can be audited. I meet 
with the Chairman of the Board on a monthly 
basis and work closely with the Chairman of the 
Audit Committee, having informal meetings 
approximately six times per year. I am regularly 
invited to attend audit committee meetings and 
discuss our activities. During these meetings, 
the audit committee members review the risk 
management and internal control system, approve 
the Internal Audit Plan, review a selection of 
high risk audit reports, and monitor the timely 
implementation of audit recommendations. In 
addition to my reporting relationship with the 
board and the audit committee, I also have a direct 
line of communication with the Group CEO and 
CFO with whom I have monthly meetings.   
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4. assess the resourcing of the 
internal audit function.

In order to be effective, the internal audit function 
must possess sufficient resources, both in terms of staff 
numbers and proficiency. The audit committee should 
devote significant thought and effort to the process of 
appointing the HIA. As the main contact point for the 
committee, this position must be staffed appropriately. 
Although the CEO may play a role in the HIA hiring 
process, the committee must ensure that it approves 
the functional profile and selection of the HIA. 
Furthermore, in view of the need to ensure the HIA’s 
independence and objectivity, the committee should 
also oversee the termination of the HIA’s appointment 
and seek to understand why a HIA has resigned.

The required capacity of the internal audit function 
should be based primarily on the risk-based audit plan. 
The HIA should demonstrate how individual audits link 
to principal risks, reporting the impact of any resource 
limitations implied by the plan to the CEO and audit 
committee. The committee should carefully consider 
the extent of risk coverage and monitor any proposal 
by the CEO to adjust the internal audit function’s 
capacity (as defined within the budgetary framework 
of the organisation). It should formally approve any list 
of principal risk areas which will not be covered by the 
internal audit process due to budgetary constraints. 

The internal audit function should collectively possess, 
or have access to, the knowledge, skills, and other 
competencies needed to execute the plan. This will 
include a balanced set of technical skills which allow it to 
understand the types of risk faced by the organisation 
and to evaluate the effectiveness of associated risk 
responses. In addition to these technical skills, internal 
auditors should also demonstrate good interpersonal 
and communication skills (both oral and written).

The audit committee should ensure that an 
external assessment of the internal audit function is 
conducted at least once every five years – or more 
frequently if warranted (for example, where there 
has been significant change in personnel, scope or 
methodology) – by a qualified, independent reviewer 
or review team from outside the organisation (see 
point 5 below and annex 4 for more details).

The chair of the audit committee should be directly 
involved in the annual performance appraisal of the HIA.

Finally, the audit committee should make 
recommendations on the HIA’s remuneration package  
in order to ensure that:

•  The level of his/her remuneration package is 
sufficient to attract the calibre of professional  
required and ensure a status within the organisation 
that allows him/her to carry out the  
assigned responsibilities.

•  The variable performance part of his/her 
remuneration package avoids any real or 
perceived impairment of his/her independence 
and objectivity. In practice this will mean that 
remuneration is based on personal performance 
and the long term sustainability of the organisation 
rather than short term financial results.

recommended practices:

•  The audit committee, working with the CEO, 
should decide the functional profile of the HIA, 
and be involved directly in decisions in respect 
of his/her intended appointment/dismissal/
resignation, appraisal and remuneration package. 
The committee should challenge the CEO on these 
issues in cases where the HIA’s independence or 
objectivity could be impaired.

•  The audit committee and the CEO should obtain 
advice from the HIA on the impact of resource 
limitations on the internal audit plan.

•  The audit committee should decide on any 
proposal to adjust the internal audit function’s 
capacity and formally approve any decision to omit 
principal risk areas from internal audit scrutiny due 
to resource constraints.

•  The audit committee should periodically obtain 
assurance from the HIA that the internal audit 
function collectively possesses – or has access 
to – the required communication and technical 
skills to execute the internal audit plan effectively 
and to report engagement conclusions and 
recommendations adequately.

•  The audit committee should consider the impact of 
skills gaps within internal audit and decide how to 
address them, bearing in mind options and costs in 
relation to the coverage of principal risks.
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recommended practices:

•  The audit committee and the CEO should review 
the quality of the internal audit function  
on an annual basis.

•  The audit committee should have full view of the 
quality assurance and improvement programme, 
including a timetable of key events, so that it knows 
when and how quality assessments will occur.

•  The audit committee should periodically review 
whether an external assessment of the internal 
audit function should be conducted, although the 
minimum frequency should be every five years. 

•  The audit committee should review the 
qualifications and independence of the external 
reviewer or review team, including any potential 
conflicts of interest.

•  The audit committee should ensure that it is 
informed in a timely manner of the results and 
related actions for improvement of the internal 
audit assessment process and determine the 
required frequency for the internal assessments.

•  The audit committee should effectively monitor 
the adequate and timely implementation of any 
corrective actions following the external quality 
assessment.

•  Independent of, and in addition to the external 
quality review, the audit committee should assess 
the performance of the internal audit function, 
asking the following sorts of questions:

– Is it looking at the right things?
– Is it going deep enough to find out what the 

problems are and what are the root causes of 
those problems?

– Is it making the committee aware  
quickly enough?

– Are its conclusions credible?
– Is it demonstrating independence  

and objectivity?
– Is it offering advice or insight from experience?
– Are its reports clear, concise and digestible?
– Is it achieving what it sets out to do? 
– Can it repeat that achievement?
– Could it be doing more useful work?
– Does it use its resources and tools effectively?
– Does it demonstrate effective planning, evidence 

collection, reporting and implementation?

5. Monitor the quality of internal 
audit work, both in-house  
and external.

Monitoring the quality of the internal audit function, 
whether in-house or outsourced, is in the first instance 
the responsibility of the HIA. In order to fulfil this 
responsibility, the HIA should develop and maintain 
a quality assurance and improvement programme 
that covers all aspects of the internal audit function, 
in accordance with The IIA’s International Standards 
for the Professional Practice of Internal Auditing (the 
Standards). Such a programme should be mapped 
out and reviewed by the audit committee to ensure it 
has the necessary components to provide insight on 
the efficiency and effectiveness of the internal audit 
function and identify opportunities for improvement.

The quality assurance and improvement programme 
should include both internal and external assessments. 
Internal assessments should include ongoing 
performance monitoring of internal audit by means of 
direct supervision as well as periodic self-assessments. 
External assessments should be conducted at least 
once every five years – or more frequently if warranted 
– by an independent reviewer from outside the 
organisation qualified according to IIA Standards.

My team conducts an annual self-assessment, 
which comprises around 300 questions around 
internal audit positioning, resourcing, planning, 
methodology, reporting and quality. The team 
also produces a questionnaire – incorporating 
input from the audit committee – which is 
sent out annually by the chief executive (to 
preserve independence) via the intranet to the 
senior management group. Responses are not 
anonymised, so internal audit can follow up 
any comments with the individuals involved to 
improve the quality of its work. In addition, we try 
to get structured feedback from key auditees after 
every audit review on internal audit’s performance 
during the planning, fieldwork and reporting 
phases. The feedback considers – among other 
issues – auditor competence, communication and 
business understanding.  
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recommended practices:

• The audit committee and the CEO should provide 
input to the HIA in his/her drafting  
of a risk-based internal audit plan.

• The audit committee and the CEO should discuss 
the content of the audit plan with the HIA. 
Particular attention should be paid to:

– The process used by the HIA to assess areas of 
significant risk to the organisation, which may 
affect the targeting of internal audit activities;

– The extent of the internal audit universe, which 
will affect the potential breadth of internal 
audit’s activities within an organisation;

– The extent to which both design and 
performance of internal control systems will be 
considered in the course of internal audit activity.

• After having reviewed and discussed the plan, 
and proposed changes as necessary, the audit 
committee should formally approve the internal 
audit plan.

• The audit committee and the CEO should discuss 
and approve any significant changes to the plan 
during the year proposed by the HIA.

6. Evaluate, approve and regularly 
review the risk-based annual 
internal audit plan.

The HIA is responsible for developing a risk-based 
plan on an annual basis to determine the priorities 
of internal audit activities, consistent with the 
organisation’s goals.

In this regard, the HIA should take into account the 
organisation’s risk management and internal control 
framework. The HIA should include the risk tolerance 
levels set by senior management and the board for 
the different activities or parts of the organisation and 
the assurance provided by management and specialist 
functions. The HIA should also define his/her own risk-
based assessment criteria as the basis for the internal 
audit plan in consultation with senior management 
and the audit committee.

In practice the HIA should fully explain and justify the 
use of available internal audit resources, setting out 
a clear strategy that will enable the audit committee 
to form an overall opinion of the effectiveness of risk 
management and of the management of principal 
risks. The internal audit plan should provide a story 
board, showing the linkage between the organisation’s 
strategic objectives, principal risks, assurance over 
their management and planned internal audits, to 
enable the audit committee to judge whether they 
are receiving the depth and breadth of assurance that 
is needed. While there is no prescribed format and 
presentation of risk-based internal audit plans, the 
audit committee will need to be able to judge whether 
internal audit resources are applied appropriately to 
the issues that really matter to the organisation.

The final internal audit plan should be submitted to the 
audit committee for approval.

The audit plan should be dynamic, i.e. insight gained 
during the business year and/or evolutions in the 
organisation’s risk profile could result in an updating of 
the plan at relatively short notice. Such changes and 
the underlying rationale for those changes should be 
clearly communicated and coordinated with senior 
management and the audit committee.

We continuously re-assesses our audit plan 
through a process known as “dynamic risk 
assessment”. This allows us adjust the annual 
audit plan to take account of emerging risks and 
to reprioritise assurance activities as required. 
We have a quarterly refresh to make sure that we 
are actually auditing the areas we need to, and 
whether there are areas where we should pull 
back from, or if we can rely on the work provided 
by other assurance providers. We simply need 
this flexibility built into our audit plan: we have 
already made dramatic changes to it within just 
the first quarter of the year and have switched 
our focus with regards to areas for review.   
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7. oversee the relationship 
between internal audit and 
centralised risk monitoring.

Whilst the management of each part of an organisation 
should be responsible for managing risks in its own 
area of activity, this should take place within an 
integrated, holistic framework aimed at aligning 
organisation-wide objectives and strategy.

Many organisations have established a centralised risk 
management function for coordinating and developing 
risk management activities across the organisation. 
Whilst best practice for larger organisations may 
be to nominate a chief risk officer (CRO), smaller 
organisations may assign this responsibility to another 
senior executive.

The CRO (or equivalent) is responsible for monitoring 
overall risk management capabilities and resources, 
and for assisting operational managers to report 
relevant risk information up and across the 
organisation.

Specific responsibilities of a CRO (or equivalent) include:

• Establishing risk management policies, defining 
roles and responsibilities, and setting goals for 
implementation;

• Providing a framework for risk management in 
specific processes, functions or departments of the 
organisation;

• Promoting risk management competence 
throughout the organisation;

• Establishing a common risk management language 
(e.g. regarding risk categories and measures related 
to likelihood and impact);

• Facilitating managers’ development of risk 
reporting, and monitoring the reporting process;

• Reporting to the CEO and the board or relevant 
committee on progress and recommending action 
as needed.

In this role, the CRO (or equivalent) typically acts as a 
“second line of defence” risk monitoring function (see 
the Introduction for a description of the three lines of 
defence model).

To avoid overlaps and/or gaps in organisational risk 
monitoring, it is important that the internal audit 
function coordinates appropriately with the CRO (or 
similar function).

As a “third line” assurance function, internal audit 
should not only evaluate the effective design and 
proper functioning of risk and control systems 
implemented by (first line) operational management, 
but also the way in which second line of defence 
monitoring functions – such as centralised risk 
management – operate.

Internal Audit should also evaluate whether the 
governance structure, from the board downwards, 
provides for the effective management of risk across 
the organisation, including whether the full spectrum 
of risk is being appropriately considered and reported.

recommended practices:

• The board, its committees and the CEO should 
ensure that there is appropriate task allocation and 
coordination between the internal audit function 
and second line of defence functions, such as risk 
management, financial controls and compliance.

• The audit committee should ensure that the internal 
audit function evaluates both first and second line 
of defence risk management activities as part of its 
internal audit plan and provides assurance on the 
effectiveness of the governance of risk, including 
how both lines of defence operate.

• Where the role of internal audit is combined with 
elements from the first two lines of defence, for 
example facilitating risk management or managing 
the internal whistleblowing arrangements, the audit 
committee must consider potential conflicts of 
interest and ensure it takes measures to safeguard 
the objectivity of internal audit. See Annex 7 and 
www.iia.org.uk/policy/policy-position-papers/risk-
management-and-internal-audit/ 
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8. Ensure the collective assurance 
roles of internal audit, other 
internal assurance providers 
and external audit, are 
coordinated and optimised.

External auditors provide assurance to the 
organisation’s shareholders, board and senior 
management that the organisation’s financial 
statements provide a ‘true and fair’ view of the 
organisation’s financial performance and current 
financial position.

Given the specific scope and objectives of their 
mission, the risk information gathered by external 
auditors is typically limited to financial reporting risks, 
and does not include the way senior management 
and the board or board committees are managing/
monitoring the organisation’s strategic, business and 
compliance risks.

These are areas in which the internal audit function  
can provide assurance to senior management, 
the board and audit committee (or other relevant 
governance committee). Audit committees should 
therefore ask for a simple mapping exercise to allow 
it to see who is providing assurance against each 
principal risk to consider and avoid duplication and 
gaps. This should begin with the second and third lines 
of defence as it will inform the risk-based internal audit 
planning process.

Whilst the objectives of external and internal audit 
activities are different, there may be some potential 
areas of overlap, particularly in the area of financial 
reporting. In particular, external audit may provide 
“management letter comments” in relation to internal 
control weaknesses noted in the course of their audit 
engagement.

Internal audit should consider these points in its audit 
planning process and may include follow up activity to 
ascertain the effectiveness of management’s corrective 
actions. Similarly, external audit may consider internal 
audit findings to inform their own work.

Internal audit also considers the effectiveness of 
other internal assurance providers, such as risk or IT 
managers, who may report separately to the board or 
its committees. The audit committee has a role to play 
in ensuring an adequate and effective coordination 
between internal and external audit activities and 
other assurance functions, avoiding duplication and 
optimising the use of each other’s work.

recommended practices:

• The audit committee should ensure that there is 
open communication between internal and external 
auditors; they should oversee the manner in which 
the activities of the internal audit function and those 
of external audit optimise the use of each other’s 
work and avoid any risk of duplication.

• The audit committee should also ensure that the 
work of all internal and external assurance providers 
is coordinated and optimised to ensure that there 
are no significant gaps and that duplication of 
efforts is avoided.

We use, among other things, the results of 
the risk assessment performed by the external 
auditors in relation to their evaluation of financial 
reporting controls for building our own internal 
audit plan. We also meet with them on a regular 
basis to share audit plans and the results of our 
work. This way we mutually update our risk 
assessment information and aim at avoiding 
duplication of work. We also jointly participate in 
every audit committee meeting.   
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9. assess internal audit findings 
and the breadth and depth of 
internal audit reports.

The audit committee should take an active role in 
clearly formalising their internal audit reporting 
and communication needs, including the required 
frequency of reporting, how internal audit opinions will 
be expressed and the grading of management actions 
/ internal audit recommendations.

As a minimum requirement, internal audit reporting 
to the audit committee should include significant risk 
exposures, risk-taking that is outside risk tolerance 
levels and control issues identified by internal audit 
work, a progress report on the fulfilment of the internal 
audit plan and any issues of concern regarding the 
staffing and resources made available to the internal 
audit function.  All of this should link back to the 
requirements set out with the internal audit charter.

recommended practices:

• Based on a comprehensive overview, the audit 
committee should periodically consider and evaluate:

– The most significant findings of internal audit 
during the latest audit period;

– The progress and adequacy of implementation of 
internal audit recommendations by management;

– Progress in executing the audit plan;
– Issues of concern regarding the staffing  

and resources made available for the internal 
audit function;

– The extent to which the internal audit charter 
fully reflects what internal audit does.

Every month we have an activity report that 
goes to the executive directors, the executive 
heads and the audit committee members. We go 
through what we have completed, and what we 
are about to start, and explain whether we are 
behind schedule or if we need further resources. 
We also provide the audit committee with a list 
of recommendations and actions that have been 
completed, and I am upfront about highlighting 
which recommendations have not been 
implemented by management. Keeping the audit 
committee informed about our progress is key to 
building trust and earning respect.           
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We are very public about saying which 
recommendations and actions are overdue and 
we chase this with the management teams that 
are responsible for them. We keep the audit 
committee in the loop. Every quarter I take a 
report to the audit committee that also  
provides an update of where we are and a 
performance overview. The audit committee 
wants to know that we are independent and  
that we can stand up to management and 
provide an independent challenge.    

10. Monitor management 
implementation of internal 
audit recommendations.

The HIA should establish a follow-up process to ensure 
that internal audit recommendations have been 
implemented effectively. Where they are not, the 
HIA should confirm that senior management has fully 
understood and accepted responsibility for the risks of 
not taking action.

If the HIA believes that senior management, by not 
acting on an internal audit recommendation, has 
exposed the organisation to a level of residual risk that 
may not be acceptable to the board; he/she should 
discuss the matter in the first instance with senior 
management. If the management decision regarding 
residual risk is not explained to the satisfaction of the 
HIA, the HIA should report the matter to the audit 
committee.

recommended practices:

• The audit committee should assess the progress of 
management actions to implement the  
audit recommendations, placing specific 
emphasis on major risk and control issues and 
implementation backlogs.

• The audit committee should discuss the causes of 
significant backlogs and, where these are present, 
follow-up with management.

• The audit committee should discuss with the HIA 
those cases where, by not acting on an internal 
audit recommendation, the HIA believes that senior 
management has exposed the organisation to  
a level of residual risk that may not be acceptable to 
the board.
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organisation

The  Head of Internal Audit will report functionally 
to the Board and administratively to the Chief 
Executive Officer. The Board will approve all decisions 
regarding the performance evaluation, appointment, 
or removal of the Head of Internal Audit as well as 
the Head of Internal Audit’s annual compensation 
and salary adjustment. The Head of Internal Audit will 
communicate and interact directly with the Board, 
including in executive sessions and between Board 
meetings as appropriate.

independence and objectivity

The internal audit activity will remain free from 
interference by any element in the organisation, 
including matters of audit selection, scope, procedures, 
frequency, timing, or report content to permit 
maintenance of a necessary independent and objective 
mental attitude.

Internal auditors will have no direct operational 
responsibility or authority over any of the activities 
audited. Accordingly, they will not implement internal 
controls, develop procedures, install systems, prepare 
records, or engage in any other activity that may 
impair internal auditor’s judgment.

Internal auditors must exhibit the highest level of 
professional objectivity in gathering, evaluating, and 
communicating information about the activity or 
process being examined. Internal auditors must make 
a balanced assessment of all the relevant circumstances 
and not be unduly influenced by their own interests or 
by others in forming judgments.

The Head of Internal Audit will confirm to the board, at 
least annually, the organisational independence of the 
internal audit activity.

responsibility

The scope of internal auditing encompasses, but is 
not limited to, the examination and evaluation of 
the adequacy and effectiveness of the organisation’s 
governance, risk management, and internal control 
processes in relation to the organisation’s defined goals 
and objectives. Internal control objectives considered 
by internal audit include:

introduction

Internal Auditing is an independent and objective 
assurance and consulting activity that is guided by a 
philosophy of adding value to improve the operations 
of the <organisation>. It assists <organisation> in 
accomplishing its objectives by bringing a systematic 
and disciplined approach to evaluate and improve the 
effectiveness of the organisation’s risk management, 
control, and governance processes.

role

The internal audit activity is established by the Board 
of Directors or oversight body (hereafter referred to as 
the Board). The internal audit activity’s responsibilities 
are defined by the Board as part of their oversight role.

Professionalism

The internal audit activity will govern itself by 
adherence to The Institute of Internal Auditors’ 
mandatory guidance including the Definition of 
Internal Auditing, the Code of Ethics, and the 
International Standards for the Professional Practice 
of Internal Auditing (Standards). This mandatory 
guidance constitutes principles of the fundamental 
requirements for the professional practice of internal 
auditing and for evaluating the effectiveness of the 
internal audit activity’s performance.

The Institute of Internal Auditors’ Practice Advisories, 
Practice Guides, and Position Papers will also be 
adhered to as applicable to guide operations. In 
addition, the internal audit activity will adhere to
<organisation> relevant policies and procedures 
and the internal audit activity’s standard operating 
procedures manual.

authority

The internal audit activity, with strict accountability 
for confidentiality and safeguarding records and 
information, is authorised to have full, free, and 
unrestricted access to any and all of the organisation’s 
records, physical properties, and personnel pertinent 
to carrying out any engagement. All employees are 
requested to assist the internal audit activity in fulfilling 
its roles and responsibilities. The internal audit activity 
will also have free and unrestricted access to the Board.

annex 1
Sample internal audit charter
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• Consistency of operations or programs with 
established objectives and goals and  
effective performance;

• Effectiveness and efficiency of operations and 
employment of resources;

• Compliance with significant policies, plans, 
procedures, laws, and regulations;

• Reliability and integrity of management and 
financial information processes, including the 
means to identify, measure, classify, and report  
such information;

• Safeguarding of assets.

Internal Audit is responsible for evaluating all processes 
(‘audit universe’) of the entity including governance 
processes and risk management processes. It also 
assists the Audit Committee in evaluating the quality of 
performance of external auditors and maintains proper 
degree of coordination with internal audit.

Internal audit may perform consulting and advisory 
services related to governance, risk management and 
control as appropriate for the organisation. It may also 
evaluate specific operations at the request of the Board 
or management, as appropriate.

Based on its activity, Internal audit is responsible for 
reporting significant risk exposures and control issues 
identified to the Board and to Senior Management, 
including fraud risks, governance issues, and other 
matters needed or requested by the Board.

internal audit Plan

At least annually, the Head of Internal Audit will 
submit to the Board an internal audit plan for review 
and approval, including risk assessment criteria. The 
internal audit plan will include timing as well as budget 
and resource requirements for the next fiscal/calendar 
year. The Head of Internal Audit will communicate the 
impact of resource limitations and significant interim 
changes to senior management and the Board.

The internal audit plan will be developed based on a 
prioritisation of the audit universe using a risk- based 
methodology, including input of senior management 
and the board. Prior to submission to the Board for 
approval, the plan may be discussed with appropriate 
senior management. Any significant deviation from 
the approved internal audit plan will be communicated 
through the periodic activity reporting process.
 

reporting and Monitoring

A report will be prepared and issued by the Head of 
Internal Audit or designee following the conclusion of 
each internal audit engagement and will be distributed 
as appropriate. Internal audit results will also be 
communicated to the Board.

The internal audit report may include management’s 
response and corrective action taken or to be taken in 
regard to the specific findings and recommendations. 
Management’s response, whether included within 
the original audit report or provided thereafter (e.g. 
within thirty days) by management of the audited area 
should include a timetable for anticipated completion 
of action to be taken and an explanation for any 
corrective action that will not be implemented.

The internal audit activity will be responsible for 
appropriate follow-up on engagement findings and 
recommendations. All significant findings will remain in 
an open issues file until cleared.

Periodic assessment

The Head of Internal Audit is responsible also for 
providing periodically a self-assessment on the internal 
audit activity as regards its consistency with the 
Audit Charter (purpose, authority, responsibility) and 
performance relative to its Plan.

In addition, the Head of Internal Audit will 
communicate to senior management and the Board 
on the internal audit activity’s quality assurance and 
improvement program, including results of ongoing 
internal assessments and external assessments 
conducted at least every five years.

Internal Audit Activity charter

Approved this  ................ day of  ................,  ............... .

.......................................................................................

Head of Internal Audit   Chief Executive Officer

.......................................................................................

Chairman of the Board of Directors 
Chairman of the Audit Committee

(Source: Institute of Internal Auditors)
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Purpose

To assist the board of directors in fulfilling its oversight 
responsibilities for the financial reporting process, the 
system of internal control, the audit process, and the 
company’s process for monitoring compliance with laws 
and regulations and the code of conduct.

authority

The audit committee has authority to conduct or 
authorize investigations into any matters within its scope 
of responsibility. It is empowered to:

• Appoint, compensate, and oversee the work of 
any registered public accounting firm employed by 
the organisation;

• Resolve any disagreements between management 
and the auditor regarding financial reporting;

• Pre-approve all auditing and non-audit services;

• Retain independent counsel, accountants, or others 
to advise the committee or assist in the conduct of 
an investigation;

• Seek any information it requires from employees-
all of whom are directed to cooperate with the 
committee’s requests-or external parties;

• Meet with company officers, external auditors, or 
outside counsel, as necessary.

composition

The audit committee will consist of at least three and 
no more than six members of the board of directors. 
The board or its nominating committee will appoint 
committee members and the committee chair.

Each committee member will be both independent 
and financially literate. At least one member shall be 
designated as the «financial expert», as defined by 
applicable legislation and regulation.

Meetings

The committee will meet at least four times a year, 
with authority to convene additional meetings, as 
circumstances require. All committee members are 
expected to attend each meeting, in person or via tele- 
or video-conference.

The committee will invite members of management, 
auditors or others to attend meetings and provide 
pertinent information, as necessary. It will hold private 

annex 2
Sample audit committee charter

meetings with auditors (see below) and executive 
sessions. Meeting agendas will be prepared and provided 
in advance to members, along with appropriate briefing 
materials. Minutes will be prepared.

responsibilities

The committee will carry out the following 
responsibilities:

Financial Statements

• Review significant accounting and reporting issues, 
including complex or unusual transactions and 
highly judgmental areas, and recent professional and 
regulatory pronouncements, and understand their 
impact on the financial statements;

• Review with management and the external 
auditors the results of the audit, including any 
difficulties encountered;

• Review the annual financial statements, and 
consider whether they are complete, consistent with 
information known to committee members, and 
reflect appropriate accounting principles;

• Review other sections of the annual report and 
related regulatory filings before release and consider 
the accuracy and completeness of the information;

• Review with management and the external 
auditors all matters required to be communicated 
to the committee under generally accepted 
auditing Standards;

• Understand how management develops interim 
financial information, and the nature and extent of 
internal and external auditor involvement;

• Review interim financial reports with management 
and the external auditors before filing with 
regulators, and consider whether they are complete 
and consistent with the information known to 
committee members.

internal control

• Consider the effectiveness of the company’s internal 
control system, including information technology 
security and control.

• Understand the scope of internal and external 
auditors’ review of internal control over financial 
reporting, and obtain reports on significant 
findings and recommendations, together with 
management’s responses.
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internal audit

• Review with management and the Head of Internal 
Audit the internal audit charter, activities, staffing, and 
organisational structure of the internal audit function.

• Have final authority to review and approve the annual 
audit plan and all major changes to it, and ensure 
there are no unjustified restrictions or limitations 
placed on it.

• Have final authority to review and approve the annual 
internal audit budget.

• Have final authority to review and approve the 
appointment, replacement, or dismissal of the  
Head of Internal Audit.

• At least once per year, review the performance of the 
Head of Internal Audit and approve the annual salary 
adjustment and compensation package.

• Review the effectiveness of the internal audit 
function, including compliance with The Institute of 
Internal Auditors’ International Professional Practices 
Framework for Internal Auditing consisting of the 
Definition of Internal Auditing, Code of Ethics and 
the Standards.

• On a regular basis, meet separately with the Head 
of Internal Audit to discuss any matters that the 
committee or internal audit believes should be 
discussed privately.

External audit

• Review the external auditors’ proposed audit scope 
and approach, including coordination of audit effort 
with internal audit.

• Review the performance of the external auditors, 
and exercise final approval on the appointment or 
discharge of the auditors.

• Review and confirm the independence of the external 
auditors by obtaining statements from the auditors on 
relationships between the auditors and the company, 
including non-audit services, and discussing the 
relationships with the auditors.

• On a regular basis, meet separately with the external 
auditors to discuss any matters that the committee or 
auditors believe should be discussed privately.

compliance

• Review the effectiveness of the system for monitoring 
compliance with laws and regulations and the 
results of management’s investigation and follow-up 
(including disciplinary action) of any instances of 
noncompliance.

• Review the findings of any examinations by 
regulatory agencies, and any auditor

• Review the process for communicating the code of 
conduct to company personnel, and for monitoring 
compliance therewith.

• Obtain regular updates from management 
and company legal counsel regarding  
compliance matters.

reporting responsibilities

• Regularly report to the board of directors 
about committee activities, issues, and related 
recommendations.

• Provide an open avenue of communication between 
internal audit, the external auditors, and the board of 
directors.

• Report annually to the shareholders, describing 
the committee’s composition, responsibilities 
and how they were discharged, and any other 
information required by rule, including approval  
of non-audit services.

• Review any other reports the company issues that 
relate to committee responsibilities.

other responsibilities

• Perform other activities related to this charter as 
requested by the board of directors.

• Institute and oversee special investigations 
as needed.

• Review and assess the adequacy of the committee 
charter annually, requesting board approval for 
proposed changes, and ensure appropriate disclosure 
as may be required by law or regulation.

• Confirm annually that all responsibilities outlined in 
this charter have been carried out.

• Evaluate the committee’s and individual members’ 
performance on a regular basis.

Internal Audit Activity charter

Approved this  ...................  day of  .................,  .............. .

............................................................................................

Chairman of the Board of Directors  
Chairman of the Audit Committee

(Source: Institute of Internal Auditors)
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Ensuring that the internal audit function understands 
and can meet the board’s expectations is critical. The 
relationship between the audit committee chair and 
HIA is key to this. The recruitment, remuneration, 
appraisal and dismissal of the HIA are therefore important 
responsibilities of the the audit committee. Here are some 
considerations for audit committee chairs:

Personal integrity

The HIA must demonstrate a commitment to the 
highest moral and ethical standards and be willing to 
raise challenging questions. The HIA should be able 
to “stick to their guns” when necessary and have the 
strength of character to remain independent.

Flexibility

But they must also be willing to take wider business and 
commercial issues into account. They must advocate the 
value of control without becoming a “control freak”. The 
HIA must demonstrate flexibility, realism and practicality 
in order to build trust, confidence and credibility but 
without compromising objectivity.

Diplomacy

Resolving conflict, rather than provoking them 
is an important trait of the HIA. Internal audit is 
independent and objective, but it has to work with the 
organisation rather than against it.

Skills and experience

The knowledge needed for internal audit embraces 
the whole range of risks facing the organisation, 
now and in the future – financial, IT security, supply 
chains, organisational culture, legal and regulatory 
compliance, etc. A declining proportion of internal 
auditors holds accounting qualifications, with internal 
auditors coming from an expanding range of specialist 
backgrounds including engineers, scientists, analysts 
etc. Internal audit qualifications supplement this 
expertise by developing the technical internal audit 
knowledge and skills needed. Many HIAs will need 
to operate across the extensive range of risks their 

annex 3
What makes an effective head  
of internal audit (hia)?

organisation faces and manage a diverse team.  
Some of the most effective HIAs move between 
industries and sectors, without extensive direct 
experience of the organisation’s particular business/
operations. However an understanding of the 
organisation’s operational drivers is likely to be 
important, alongside a solid grounding in the 
techniques of internal audit gained both through 
practical experience and/or training/qualifications. 

technical proficiency

HIAs must be able to analyse business processes and 
associated controls; and they must be able to form  
a thorough understanding of the organisation, its 
strategic objectives and how it operates day to day. 
They must also be able to identify the assurance 
that management and the board require to support 
decision-making.

communication

HIAs must be persuasive and clear communicators, 
able to cultivate relationships with management 
and negotiate effectively to win support without 
compromising their independence and objectivity. 
Informal communication skills, in particular in the key 
relationship between the HIA and audit committee 
chair, are increasingly important as attention focuses 
on more subjective, “gut feel” issues like culture. 
Effective HIAs are capable of alternating at will 
between attending to precise details and stepping back 
to encompass the wider more strategic point of view 
and can communicate with staff at all levels of  
the organisation.

Standards and ethics

The effective HIA is committed to the highest 
professional and ethical standards. These are set out 
in the Institute of Internal Auditors’ Code of Ethics and 
International Standards for the Professional Practice of 
Internal Auditing. These documents provide guidance 
on many of the issues highlighted in this report.

For more information about the IIA Code of Ethics and 
Standards, see https://global.theiia.org/standards-
guidance/Pages/Standards-and-Guidance-IPPF.aspx
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How good is your internal audit function? Does it add 
value to your organisation and to you as a member of 
the audit committee? What is it that makes an internal 
audit function effective? And does your internal audit 
function have what it takes? Every audit committee 
must be able to ask these fundamental questions and 
to evaluate the answers.

Key questions for evaluating the 
effectiveness of internal audit

Purpose, authority and responsibility

• Has the purpose, authority and responsibility of the 
internal audit function been formally defined in a 
charter and approved by the audit committee?

• Does the charter reflect the full range of internal 
audit responsibilities, including those around 
change and project management?

• Are there any areas of the organisation not covered 
by internal audit? 

• Does the charter define the nature of consulting 
and other services, such as direct involvement 
in fraud investigation and whistleblowing, that 
the internal audit function may perform without 
compromising the value of its assurance role?

independence

• Does the head of internal audit report directly to 
the audit committee on its plans and findings?

• Is the HIA free from any operational responsibility 
that might impair independence and objectivity?

• Does the head of internal audit have direct access to 
the chair of the board?

annex 4
Evaluating the effectiveness  
of internal audit

objectivity

• Have any members of the internal audit function 
given assurance on business areas or projects for 
which they were previously responsible?

• Have the internal audit function’s consulting 
activities in any other way detracted from its  
assurance role?

• Have criteria been established to enable a review 
of proposed diversion of resources from planned 
audit reviews?

• Is the remuneration structure of internal audit 
linked to performance in its work and decoupled 
from incentives relating to profit or turnover?

Proficiency

• Does the internal audit function have the appropriate 
technical expertise, qualifications and experience to 
provide assurance in all areas of the business?

• If internal audit staff lack the knowledge, skills, or 
other competencies needed to perform an audit, 
does the head of internal audit obtain competent 
advice and assistance from elsewhere?

• Is the internal audit function capable of identifying 
the indicators of fraud?

Due professional care

• Have internal audit assignments considered all 
relevant business issues and risks?

• Has the internal audit function considered 
adequately the monetary and operational cost  
of control and assurance and balanced it against  
the benefits?

• Does the internal audit function exhibit an 
understanding of the organisation and its key 
processes and related risks?

• Have there been any significant control breakdowns 
or surprises in areas that have been reviewed by the 
internal audit function?
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Quality assurance and improvement in the 
internal audit function

• Does the internal audit function have clear systems 
for measuring its effectiveness and the  
value it delivers?

• Does the internal audit function strive to provide a 
continuously improving service?

• Does the internal audit function show that it 
responds to feedback?

• Is the internal audit function viewed as a valued 
asset within the organisation?

• Is an independent assessment of the internal audit 
function performed at least every five years?

• Is the performance of the internal audit function 
benchmarked against industry best practice?

Providing assurance and generating 
improvements in the organisation

• Does the internal audit function perform its work 
in accordance with the IIA‘s Code of Ethics and 
the International Standards for the Professional 
Practice of internal Auditing? For organisations in 
the Financial Services sector, has the IIA’s Code, 
“Effective Internal Audit in the Financial Services 
sector (published in July 2013) been adopted?

• Does internal audit have sufficient standing and 
authority in the organisation and unlimited scope to 
allow it to audit any and every aspect of activity?

• Is the internal audit function focussed on the key 
issues that concern the board?

• Is the work of the internal audit function risk-based 
(see Annex 5)?

• Does the internal audit function include all risk 
areas – financial, operational, technological and 
behavioural – in its work programme?

• Can the internal audit function respond quickly to 
changes within the organisation?

• Does internal audit have the necessary resources 
and access to information to enable it to fulfil  
its mandate?

• Do internal audit reports contain an opinion on the 
adequacy of control?

• Is the internal audit function adept at 
communicating the results of its findings, building 
support and securing agreed outcomes?

• Does the internal audit function ask powerful 
questions that stimulate debate and improvements 
in key risk areas?

• Are significant control issues raised at an 
appropriate level in the organisation?

• Does management feel that recommendations 
made by the internal audit function are useful, 
realistic, forward looking and meet their needs?
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Risk based internal auditing (RBIA) is a methodology that 
links internal audit to an organisation’s principal risks 
and risk appetite, relevant to its strategic objectives. RBIA 
allows internal audit to provide assurance to the board 
that risk management processes are managing risks 
effectively in relation to the risk appetite.

rBia

• Is the most effective way for internal audit to 
provide directors with the independent and 
objective assurance that they need;

• Directs scarce internal audit resources to assessing 
the management of the highest risks: those that 
pose a serious threat to an organisation;

• Highlights risks that are over-controlled and 
consuming unnecessary resources;

• Helps to define how much internal audit resource 
the organisation needs to provide the assurances its 
board seeks;

• Gives a clear warning if an organisation’s risk 
management framework is not effective;

• Helps the audit committee question and challenge 
management more effectively on its perception and 
management of risk;

• Provides assurance over all parts of the risk 
management process. The audit plan may 
contain audits not carried out by auditors before, 
for example, on covering risks affecting public 
relations, supply chain management and treasury;

• Is acknowledged by many regulators as one of the 
most effective risk assurance methodologies.

Reinforces the responsibility of management for risk 
management at every stage and helps the organisation 
to grow stronger and more able to take on and 
manage risks. RBIA is an ongoing process that comprises 
three distinct stages.

annex 5
What is risk-based internal auditing?

1. assessing the organisation’s risk maturity

RBIA starts by assessing the risk maturity of the 
organisation according to the following criteria:

risk naive
No formal approach developed for risk management

risk aware
Scattered silo based approach to risk management

risk Defined
Strategy and policies in place and communicated. Risk 
appetite defined

risk Managed
Enterprise wide approach to risk management 
developed and communicated

risk Enabled
Risk management and internal control fully embedded 
into the operations, including management assurance

To benefit from RBIA, an organisation has to have a 
high level of risk maturity because internal audit can 
provide assurance on the risk management framework 
only if it exists.

2. Developing the periodic audit plan

The next step is to develop the periodic audit plan, 
which starts from the organisation’s risk register, 
takes account of internal audit’s own view of strategic 
risk, and responds to the directors’ requirement 
for objective assurance. The audit plan will include 
a mixture of services. There will be assignments 
designed to give assurance on the management of risk. 
There may also be consulting assignments to facilitate 
the improvement of the risk management framework.
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3. undertaking individual audit assignments

RBIA also provides a methodology for individual audits. 
During these assignments internal audit will gather the 
evidence it needs to provide assurance to directors and 
audit committee members on the risk management 
framework, on the management of individual risks 
and on the reliability of management reporting. Under 
RBIA, internal audit will report in language and formats 
that are consistent with those of risk management 
reports. The results of each internal audit assignment 
may require management to revise or amend the risk 
register, or internal audit to revise its assessment of the 
overall risk maturity.

using rBia enables internal audit to provide 
assurances on:

• The design of risk management processes;

• How well the processes are working;

• The effectiveness of responses to key risks, including 
internal controls;

• The reliability of management assurances;

• The completeness, accuracy and appropriateness of 
management’s classification and reporting of risks.

RBIA does not mean that internal audit manages 
an organisation’s risks: that is the responsibility 
of management. Nor does it mean that internal 
audit simply takes into account in each audit the 
risks that management identifies. Instead, RBIA is a 
strategic initiative that ties all internal audit work into 
management’s own assessment of risk, at the same 
time as reinforcing management’s responsibilities.
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Following a series of scandals, fundamental changes in 
organisational culture are being called for across many 
sectors. How organisations, and individuals within them, 
behave has become a matter of public concern. Poor 
organisational culture has been identified as the root 
cause of many scandals, which have resulted in great cost 
to individuals, organisations and even countries.

The FRC Corporate Governance Code gives a key role 
to the board in establishing culture, values and ethics, 
considering, among other things, the culture it wishes 
to embed in the company and whether this has been 
achieved. It is not sufficient for the board simply to set 
the desired values. It also needs to ensure they:

• are communicated by management;

• incentivise the desired behaviours and sanction 
inappropriate behaviour, and;

• assess whether the desired values and behaviours 
have become embedded at all levels.

The audit committee is normally charged with giving 
the board assurances on the quality of all the above 
processes. The ownership of such programmes to 
promote the desired culture must lie with the executive. 
Internal audit’s main role is to analyse to what extent 
processes (such as performance management and 
remuneration), actions (such as decision making) 
and tone at the top are in line with the values, ethics, 
risk appetite and policies of the organisation. They 
can therefore help audit committees judge whether 
measures put in place to influence culture and thus 
behaviour are actually working. Internal audit can 
also play an advisory role on processes and controls in 
cultural change programmes to ensure that they can be 
measured and judgements made. It is important that 
audit committees engage with internal audit on culture 
from the start, so that policies and processes can be 
developed that build in the need for assurance.

The IIA has produced a report showing1 the role 
internal audit is playing to support the audit committee 
on culture. HIAs are taking two main approaches to 
auditing cultural indicators.

1. The first is to incorporate culture into each audit, 
through techniques like root cause analysis, 
identifying why issues occur and how they can be 
the drivers for wrong behaviours, and then to join 
the dots across individual audits.

annex 6
the governance of culture and  
the role of internal audit

1 www.iia.org.uk/media/598939/0805-iia-culture-report-1-7-14-final.pdf

 This takes them beyond focussing on processes and 
controls and requires them to combine hard data 
with gut feel. They also need to have a different type 
of dialogue with the audit committee chair and CEO, 
using more subjective judgements. Some say that 
this is what any good internal audit has been doing 
all along but only now is it being badged as culture. 
Others see this as a new departure.

2. The second approach is auditing cultural indicators 
across the organisation through auditing personal 
behaviours as a proxy for culture. Here the key 
question is how best to gather evidence to show 
that culture and values are at the heart of every 
business decision and are being incorporated at 
every level in recruitment, training, performance 
management and reward arrangements.

This second approach requires internal audit to engage 
in new ‘soft’ techniques and work more closely with 
other functions, such as HR. This approach is less 
common, but, over time, may be adopted more widely 
in addition to the first approach if deemed helpful to 
the organisation and its circumstances.

challenges and enablers

In order to harness internal audit’s support of boards in 
relation to culture most effectively, audit committees 
need to be aware of the enablers and challenges that 
internal audit faces.

challenges – issues facing  
internal audit in carrying out  
work on culture

• Organisational culture is often underpinned by how 
a statement of values is translated into concrete 
actions. The key question is how to gather evidence 
and demonstrate that this is happening and that 
the desired values are being lived at every level.

• Limitations of surveys and interviews. While culture 
may be tracked and measured in visible ways, 
the very instruments which exist to do this e.g. 
staff surveys, provide only indirect observations 
of behaviour at best. Employee surveys may be 
skewed if not underpinned by a culture of being 
able to speak openly and honestly.
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• Skills and training:

–  Internal audit will need to develop more 
qualitative methods such as surveys and 
interviews, or co-source in this area. Surveys 
need to be properly constructed, administered, 
analysed and interpreted to identify weaknesses.

–  The use of gut feel can play an important part 
in the audit of culture. Internal auditors who are 
used to reporting hard facts will need to develop 
soft skills to obtain a picture of what underlies 
culture. They will need to employ root cause 
analysis i.e. going beyond processes and controls 
to look at behaviours that influence decisions.

–  Senior internal auditors will require new 
communication and relationship skills to enable 
them to conduct more subjective and informal 
discussions with NEDs and executives about 
cultural issues.

• Reporting. The internal audit team needs to 
develop and report results in partnership with  
those accountable, using appropriate means.  
This can be problematic:

– Managers may agree with the weaknesses 
verbally but get defensive when they see them 
written in an audit report. This in turn may make 
it more difficult to evaluate cultural aspects in 
the future.

– It can be difficult to express weaknesses 
in writing which could then be open to 
misinterpretation leading to superiors making 
unfair judgements on the manager in question.

• Internal audit is part of the culture itself. Despite 
being independent and objective, internal audit, 
without realising it, may have adopted the same 
cultural values and ethics as the rest of the 
organisation. Internal audit needs to distance itself 
from cultural drivers, such as remuneration. 

Enablers – crucial foundations 
necessary for the audit of culture

• Organisational culture needs to have been analysed, 
properly defined and disseminated by the board/
senior management i.e. what is required behaviour 
in the organisation has been made explicit.

• Appetite and support from the top of 
the organisation.

• Internal audit being given a clear mandate.

• Writing the mandate into the audit charter.

• A relationship of trust between the audit committee 
chair and HIA that allows informal discussion about 
subjective judgements (gut feel) on culture.

• Position, treatment and regard for internal audit, 
and non-adversarial relationships with their clients.

• The ability for clients to report or respond to 
surveys confidentially.

• A good level of risk maturity in the organisation.

• The development in internal auditors of a challenge 
mentality arising from the requirement (in the 
International Standards for internal audit) for 
objectivity and independence. This gives them 
impartiality, detachment and a helicopter view 
of events, allowing them to act as participant 
observers, taking part in their organisation but able 
to observe, analyse and report on cultural norms.

The Institute is also providing its member internal 
auditors with technical guidance to help equip internal 
audit to play its proper role in the assessment of 
organisational culture. It contains full details on the 
examples of the different approaches to auditing culture 
and examples of how this is starting to be done. This 
guidance is also available to non-members for a charge.2

2 www.iia.org.uk/resources/ethics,-values-and-culture/organisational-culture/
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• Whistleblowing is an essential safety valve, 
an important element in a healthy corporate 
culture, and should be part of the internal control 
environment.

• For listed companies, the UK Corporate Governance 
Code states that boards should ensure these 
procedures are properly planned and properly 
implemented (reference Section C.3.5)

• Whistleblowing procedures should encourage 
individuals to disclose concerns using appropriate 
channels before these concerns become a serious 
problem, thus avoiding reputational damage 
through negative publicity, regulatory investigation, 
fines and/or compensation.

• Boards need to consider the effectiveness of 
whistleblowing policies and procedures on a regular 
basis as part of their oversight of the system of 
internal control.

• Internal audit can play a vital role in supporting 
boards in this area.

What is whistleblowing?

Whistleblowing is when an employee, contractor 
or supplier goes outside the normal management 
channels to report suspected wrongdoing at work, 
i.e. speaking out in a confidential manner. This can be 
done via internal processes set up by the organisation 
(internal whistleblowing) or to an external body 
such as a regulator (external whistleblowing). While 
public disclosure to the media can also be perceived 
as whistleblowing the IIA report focuses on formally 
prescribed channels.

annex 7
Whistleblowing and corporate  
Governance

Key issues for audit committees

While the responsibility for establishing and operating 
effective internal whistleblowing procedures lies with 
the executive, boards should maintain oversight and 
require independent assurance that the organisation’s 
whistleblowing policies and procedures are effective in 
achieving the appropriate outcomes.

Given the potential conflicts of interest, the executive 
will need to devolve the day-to-day running of 
the process to a function that is considered to be 
independent. Internal audit’s independence from the 
executive and objectivity give it the potential to be 
involved in whistleblowing arrangements, e.g. in a 
triage role, as a channel of communication or carrying 
out investigations.

Internal audit cannot give assurance to the board 
on effectiveness if it is playing an integral part 
in the process of internal whistleblowing in the 
organisation. Audit Committee Chairs should 
discuss the issue with their Head of Internal Audit 
to ensure that internal audit’s involvement in 
whistleblowing does not undermine its ability 
to carry out its prime assurance functions.

Where internal audit is involved in the procedures for 
whistleblowing the board should ensure:

• There is a separate, independent mechanism to 
provide assurance on the effectiveness of the 
whistleblowing procedures

• Internal audit’s main functions and wider assurance 
roles are not compromised

• Internal audit is properly resourced in terms of 
staffing and skills

Where internal audit is not playing a direct 
whistleblowing role it should provide assurance on 
the effectiveness of the system and procedures to the 
board. It also should have the right to be informed of 
all whistleblowing reports so that it can consider what 
impact they have on its overall opinion to the board 
concerning risk management and internal control in 
the organisation.
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how is internal audit involved in 
whistleblowing? – Main findings 
from the iia’s survey of heads of 
internal audit 

• 41% of HIAs have day-to-day responsibility for their 
organisation’s whistleblowing arrangements

• 31% lack confidence in their organisation’s 
whistleblowing arrangements

• 57% of staff members named in policies have not 
received any training

• 59% may include personal complaints or grievances 
in their whistleblowing report

The IIA has produced a report on whistleblowing 
(http://www.iia.org.uk/policy/whistleblowing-report/). 
Our policy approach informs boards, executives and 
Heads of Internal Audit in establishing or developing 
internal audit’s role to ensure that whistleblowing 
procedures are effective.
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about the chartered institute  
of internal auditors 
First established in 1948, the Chartered Institute of Internal Auditors (IIA) obtained 
its Royal Charter in 2010. It is the only professional body dedicated exclusively to 
training, supporting and representing internal auditors in the UK and Ireland. It has 
over 8,500 members in all sectors of the economy including private companies, 
government departments, utilities, voluntary sector organisations, local authorities 
and public service organisations such as the National Health Service.

Over 2,000 members of the institute are Chartered Internal Auditors and have earned 
the designation CMIIA. Over 800 of our members hold the position of head of 
internal audit and the majority of FTSE 100 companies are represented amongst the 
institute’s membership.

Members of the Chartered Institute of Internal Auditors are part of a global network 
of over 185,000 members in 190 countries. All members across the globe work to the 
same International Standards and Code of Ethics.

More information on the Institute is available at www.iia.org.uk
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Appendix B:  Internal Audit Work Plan 2019 
 

Projects 
Transit Operations  

To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Human Resources – Employee Benefits (Phase 2)  

To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Rose Theatre Operations  
To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Contract Management   
To assess the adequacy and effectiveness of the building inspection processes, controls and compliance 
to policies, procedures, by-laws and legislation.  

Contract Cleaning  
To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Fleet   
To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Cash Handling and Revenue  
To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Payroll  

To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Accounts Payable 

To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Active Directory  

To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Fire Wall Rules 

To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Data Centre  

To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

IT Disaster Recovery  
To assess effectiveness and efficiency of processes to determine adequacy of internal controls, compliance 
to policies, procedures and legislation. 

Other Items: Office of Internal Audit Projects   

Fraud Awareness Program  
Creation and rollout of new materials to staff including March Fraud Prevention Month. Additional 
awareness activities and material to be delivered to staff throughout the year 

Education and Outreach Program  

Staff and community outreach events geared to provide information on the work contemplated the Office 
of Internal Audit.   
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Preface

The Risk Oversight and Governance Board (ROGB) of the Chartered Profes-
sional Accountants of Canada (CPA Canada) has commissioned this publication 
20 Questions Directors Should Ask about Internal Audit to help directors over-
seeing the internal audit function understand the rapidly changing environment 
in which their organizations are operating. The publication can also be used 
by management and members of the internal audit community to guide their 
discussions and prepare for interaction with their boards.

This 20 Questions addresses the increasing number and complexity of risks 
facing organizations, and focuses on how internal audit must adapt its role in 
order to “build value” while helping to mitigate these risks.

The publication identifies the most important questions a board should con-
sider in order to effectively oversee internal audit. The questions and responses 
reflect leading industry practices, as well as The Institute of Internal Auditors’ 
(IIA’s) Standards for the Professional Practice of Internal Auditing.

The author has approached the questions and responses using various concepts 
of “value” as a central framework throughout the 20 Questions. The fundamen-
tal question of whether a particular organization should have an internal audit 
function is explored up front. This then sets the stage for an in-depth examina-
tion of several key areas that impact the internal audit function:
• Mandate
• Relationships
• Organizational design and resources
• Reporting and communication
• Evaluation of the internal audit function

In summary, this publication provides an overview of the responsibilities 
of directors in overseeing the internal audit function in an environment of 
increased expectations of the internal auditor.
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Introduction

Since the original 20 Questions Directors Should Ask about Internal Audit 
document was published the complexity of the risk universe facing organiza-
tions has changed substantially. Reasons for this include, but are not limited 
to, growing cyber based issues (e.g. security, mobile technology, social media, 
emergence of big data), increasing regulation, uncertain economic and political 
situations, focus on sustainable development and the environment, and fre-
quent natural disasters. This has resulted in higher expectations of the internal 
audit function.

Boards and management teams should expect their Internal Audit depart-
ments to adapt to this new environment. The revised 20 Questions Directors 
Should Ask about Internal Audit acknowledges this changing landscape, 
addressing fundamental questions about the function’s evolving role in gov-
ernance, risk, and compliance, presenting challenging questions about the 
future value that Internal Audit can provide. The questions and responses are 
designed to comply with IIA’s Standards for the Professional Practice of Inter-
nal Auditing (IIA’s Standards), as well as leading internal audit practices. They 
are meant to be the basis for an informed discussion amongst Board members, 
management, and the internal audit function itself about the aspirational con-
cepts underlying how internal audit can adapt to the new expectations that are 
being created for the profession.

A key theme throughout this revised edition involves the concept of “building 
value.” There is an “ask” of many Internal Audit departments to evolve, cre-
ate, and preserve sustainable value for their stakeholders. The term “value” 
has many competing definitions. Does it involve helping the organization to 
more efficiently and effectively pursue its strategic priorities? Is it focused on 
supporting the organization on key initiatives such as new products, mergers 
and acquisitions, and business transformation initiatives? Or does it equate to 
providing assurance over compliance with external regulations and internal 
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policies and procedures? The answer to these questions will depend on the 
nature and complexity of the risks that an organization faces and the level 
of involvement that it feels the internal audit function should have in helping 
management address them and Boards gain assurance about them.

NOTE: This document is written for the governing body, or committee, that  
is responsible for internal audit. Although this is typically the Audit Committee, 
in small or privately held companies it could be the full Board. In this document, 
we refer to either interchangeably as the “Board”.
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Mandate

1. Should our organization have an internal audit 
function?
Boards are recognizing the complexity that increasing governance 
expectations, emerging risk, and new regulation can add to their 
accountability. Independent assurance and advisory services can 
play a critical role in helping them discharge their governance 
responsibilities.

If you are a Board member for a publicly traded entity, this is almost cer-
tainly a moot question. Should your organization be without an internal 
audit function, the decision to introduce this capability is an important 
consideration for you from a governance and operational perspective. 
Internal Audit can assist you in discharging your roles and responsibilities 
by providing you with a level of independent objective assurance regard-
ing the quality of controls over the risks to the organization. An internal 
audit function can help your organization manage its risks, processes, 
and controls impacting key strategic goals and objectives, mitigating 
scrutiny by regulators, and if desired, assist management in providing 
its assurance over fraud and financial reporting controls.

The size and maturity of your organization are important factors to con-
sider, as internal audit is not a requirement for all organizations. Boards 
of smaller organizations may believe that sufficient comfort is already 
being obtained through the oversight currently present at the organiza-
tion. For example, self-monitoring, direct supervision by the owner/
management, information system security, and health and safety checks 
are all forms of potential oversight. Therefore, smaller organizations may 
already have an acceptable level of assurance inherent in their existing 
risk management arrangement without requiring a designated internal 
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audit function. Nevertheless, Boards should seriously consider the value 
that independent assurance and advisory services provides in helping 
them discharge their governance responsibilities.

Boards of smaller growing organizations should consider the added 
risks that encompass expansion and whether they can benefit from the 
independent assurance and advisory support that can be provided by 
an internal audit function. For instance, organizations entering into new 
markets of developing new lines of business/products, an internal audit 
function can help prepare for the increased risk landscape, and provide 
management their insights as the associated processes and controls are 
developed.

Complex businesses may face risks which require a heightened level 
of oversight, monitoring, and expertise. They typically have a complex 
risk management arrangement that necessitates the need for having an 
independent internal audit function that tests the design, efficiency and 
effectiveness of its control environment.

2. What is the Board’s role and responsibility with 
Internal Audit?
The Board should have an understanding of what they expect from 
internal audit, to be in a position to maximize the relationship with  
the function. 

The following sets out typical responsibilities of the Board with respect 
to internal audit:
• Approve the internal audit function’s charter — and review periodically 

to ensure it provides the appropriate independence and mandate;
• Participate in the appointment, evaluation, replacement, and compen-

sation of the Chief Audit Executive (CAE);
• Ensure there is an open direct relationship and ongoing communica-

tion with the CAE;
• Approve a risk-based internal audit plan, review the process used to 

develop the plan, and gain an understanding of why other potential 
audits were excluded from the plan;

• Ensure internal audit has sufficient resources and budget to execute 
the audit plan;

• Require the CAE to regularly report on the status of the audit plan 
and results of internal audit activities; and

• Invite the CAE to attend regular Audit Committee meetings, including 
in-camera sessions.
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In addition, although it is acknowledged and agreed that management 
and the Directors are responsible for determining the appropriate strategy 
for the organization, Boards must consider whether they want internal 
audit to have a “seat at the table” during such discussions. Leading inter-
nal audit functions can provide their Boards comfort that the right risks 
are being considered and discussed relating to the proposed strategy 
and any outcomes of its success. However, Boards need to ensure that 
internal audit’s “seat at the table” is limited to an advisory role and not 
as a direct participant to ensure internal audit is not in a decision making 
capacity or performing a management function, which could impact its 
independence and objectivity.

3. What strategy and culture should Chief Audit 
Executives create for their departments?
Boards should consult with the CAE to agree upon the type of strategy 
and culture that is most appropriate and valuable for the organization.

As the leaders, CAEs are responsible for shaping the strategy and culture 
of their internal audit functions. Strategy, in this context, refers to the 
value proposition that the internal audit function creates in relation to the 
strategy and objectives of the organization, and how this will be continu-
ously sustained and improved over time. This strategy should include:

Foresight Looking towards the future to determine what 
are the most relevant and probable risks fac-
ing the organization that may interfere with the 
organizations strategy and objectives.

Insight Proactively seeking out best practice for 
continuous improvement of risk management, 
controls, and the capabilities of the internal 
audit function.

Hindsight Providing independent assurance over how 
effective and efficient the risk management 
program and controls have been to date.

Culture, in this context, refers to the common ideals, philosophy and 
behavior of the internal audit department. Effective, crucial cultural ele-
ments that Boards should look for in an internal audit function include:
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Integrity and ethics Planning, executing, and reporting audits in 
an unbiased and balanced manner, escalating 
ethics issues to the appropriate level of man-
agement and the board when required, and 
generating findings and recommendations  
that are supported by evidence

Risk focus Alignment of audit plan to strategic plans 
and their corresponding risks, and a dynamic 
approach to scoping and conducting audits that 
addresses business level risk arrangements

Cost effectiveness Maximizing impact with a fixed budget through 
prioritization, an effective resourcing model, 
efficient audit processes, and standardizing 
processes where possible

Quality and innovation Bringing to bear the appropriate skills to 
conduct value added audits, a robust quality 
assessment process, and conducting audits 
using the most relevant technologies and  
practices available

Service culture Working with its clients (the business/process 
owner) to develop practical, actionable solutions

4. How does Internal Audit maintain  
its independence and objectivity?
Independence and objectivity is required for the board, audit commit-
tee and external parties to place reliance on the work completed by 
internal audit.

In order for the IA function to execute their role in an effective and 
efficient manner, the Board and management must be confident that 
there is a pervasive and sustainable level of independence and objectiv-
ity within the team itself, with co-sourced audit resources, and across all 
IA activities.

Of the CAE and IA team: The Board will expect and look for evidence 
that the CAE has recruited and lead a team that performs its duties with 
objectivity, independence, strong moral character, candor, and fairness 
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with all work completed. The Board should regularly remind IA that it  
is their “eyes and ears” into the organization and as such independence 
is critical.

Attribute standard 1100 of the IIA’s Standards defines independence as 
“…freedom from conditions that threaten the ability of the internal audit 
activity to carry out internal audit responsibilities in an unbiased manner”, 
and objectivity as “…an unbiased mental attitude that allows internal 
auditors to perform engagements in such a manner that they believe in 
their work product and that no quality compromises are made.” Does IA 
have a motive to be influenced by management in reporting their find-
ings? Can management exert inappropriate expectations? Establishing  
a formal, functional reporting relationship from IA to the Board, and 
demonstrating ongoing support and guidance to IA significantly reduces 
this risk.

Of any IA co-sourced resources: The Board should expect and look for 
evidence of service providers that avoid conflict of interest between their 
clients’ interests and their own, in addition to the traits listed above for 
the IA team and process. Is the service provider shaping its findings in 
order to gain follow-on remediation revenues? The more independent IA 
is in choosing its service providers, and the closer they are managed, the 
less incentive and opportunity there is for the service provider to put its 
interests before the organization’s.

The IA activities: The Board should expect and look for evidence that IA 
processes are designed to identify, validate and report significant unmiti-
gated risks to senior management and the Board.

Internal audit should establish policies that promote these behaviors, 
and conduct ongoing monitoring and training. Boards can gauge internal 
audit’s integrity, objectives and performance through discussions with 
the CAE, as well as through examining the results of external quality 
assessments.
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Relationships

5. What type of relationships should Internal Audit 
develop with its stakeholders?
The Board should be satisfied that internal audit has an effective  
working relationship with management, the external auditor, and  
third parties required to meet the audit plan.

Internal audit is required to balance the needs and expectations of  
a number of stakeholders. A list of key stakeholders is described in  
the following table:

Stakeholder Nature of relationship with Internal Audit
Board/Audit 
Committee

The Audit Committee of the Board, if present, is most 
commonly responsible for overseeing IA, and providing 
guidance and direction. Its responsibilities typically include 
reviewing and approving the internal audit mandate and audit 
plan; ensuring that the internal audit function is sufficiently 
resourced to carry out its responsibilities and maintains the 
right culture; supporting internal audit in fraud related mat-
ters; and maintaining a direct and open line of communication 
with the CAE. It is important for Audit Committees to meet 
with internal auditors in camera at least a few times each 
year, since this reinforces internal audit’s independence from 
management as well as gives them an opportunity to discuss 
sensitive issues and topics without management present. It is 
equally important that the CAE and Audit Committee Chair 
to consider getting together informally in order to strengthen 
their relationship.

Leading internal audit functions also have relationships 
with other relevant committees of the Board beyond the 
Audit Committee (i.e., risk, finance, governance, etc.) where 
appropriate.
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Stakeholder Nature of relationship with Internal Audit
Line/senior 
Management 
(CEO, CFO & Other 
ELT members)

Internal audit requires cooperation and collaboration with 
senior management in order to carry out its plan. The board 
should be satisfied that there is an effective working rela-
tionship between management and internal audit. This will 
increase the likelihood that internal audit work will result in 
observations and recommendations that are valued by the 
business, and contribute to a culture of continuous improve-
ment of the organization’s strategic and operational processes, 
including the man management of risk.

Enterprise Risk  
Management (ERM)

The ERM function supports management in identifying and 
managing risk. The board should ensure that internal audit is 
incorporating the appropriate ERM outputs into the develop-
ment of its audit plan. IA should develop a strong relationship 
with the ERM team. As part of its oversight responsibili-
ties, however, internal audit must also provide assurance to 
the board and senior management that ERM activities are 
effective.

Other assurance 
functions

Internal audit should leverage the work of other assurance 
functions (e.g. compliance, health and safety), and determine 
the level of reliance that can be placed on them when estab-
lishing internal audit coverage required in these areas.

External Auditor External auditors consider IA’s effectiveness as part of their 
assessment of the control environment. They may also rely on 
the work of IA to test certain internal controls.

Internal audit is required to manage a number of stakeholder relation-
ships, often with competing needs. The CAE should appropriately 
balance these needs and expectations, and periodically assess internal 
audit’s performance relative to them.

6. To whom should Internal Audit report?
Internal audit’s independence, both real and perceived, is optimized 
when it reports functionally to the board, or to the audit committee  
of the Board.

Internal audit’s independence from management is important to fulfill-
ing its mandate to provide objective assurance over the organization’s 
governance, risk, and control activities. The IIA provides guidance on 
maintaining independence, stating that it is considered to be good 
practice when the CAE reports functionally to the Board and adminis-
tratively to management. The functional reporting relationship to the 
Board allows for Board involvement in key decisions such as approving 
the internal audit plan and budget as well as approving the compensa-
tion and appointment or removal of the CAE. Internal audit is responsible 
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for engaging the Board on key decisions involving the people, processes, 
technology, and structure of the function, as well as interpreting signifi-
cant audit findings. Other Board committees may have an interest in 
hearing from internal audit periodically as well. This could include the 
Risk Committee regarding coverage of applicable operational risks.

IIA guidance indicates the “higher the better” when it comes to deter-
mining IA’s administrative reporting relationship. The most common 
administrative reporting relationship of the CAE is (in order of recom-
mended practice), to the CEO, Senior Legal Officer, and then CFO. 
The individual to whom the CAE reports administratively can have 
a significant impact on the function’s profile and influence within the 
organization. A reporting relationship to the CEO can benefit the func-
tion in advising and working with operational departments that align 
closely with the organization’s core strategic objectives. Good gover-
nance advocates that care should be taken to ensure IA’s independence 
and objectivity can be maintained notwithstanding its administrative 
reporting relationship.

The administrative reporting relationship to management is important  
as it enables internal audit to operate on a day to day basis without 
direct board involvement, and provides the basis for internal audit’s 
role as an independent, collaborative, trusted business advisor to 
management.

7. How can the Board optimize its relationship 
with the Chief Audit Executive?
The relationship between the Chair of the Audit Committee and the 
CAE is critical for Internal Audit to maximize its value to the Board.

A strong relationship between the two individuals will enable healthy  
and honest discussions.

A 2013 paper published by the IIA’s Research Foundation titled “The 
Audit Committee and the CAE, Sustaining a Strategic Partnership” dis-
cussed the importance of a CAE and their audit committee chair to have 
an open, trusting relationships and suggested four opportunities for these 
positive interactions to be developed:
• Attending training programs together.
• Sitting in on webcasts targeted at both CAEs and audit  

committee chairs.
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• Getting together for open-ended discussions on an ongoing basis, 
perhaps even during the evening or on a weekend.

• Jointly visiting business sites to foster mutual understanding  
of operations and business issues.
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Organizational Design  
and Resources

8. Is your IA function agile and prepared  
to continuously improve as needed?
Forward looking internal audit functions are continuously asking what 
capabilities are going to be needed to meet future expectations.

Boards should not only gain comfort over the IA function’s strategy, but 
should also determine whether the IA function is agile enough to deliver 
this mandate. 

Boards should look for the following characteristics in an internal audit 
function:

• Agility: As an organization changes, so should internal audit. The 
design of the function should be responsive to new risks that an 
organization faces as it evolves and grows. IA’s staffing must match 
its Audit Plan, as well as the organization’s risk profile, in terms of 
skills and experience. This starts with recruiting the right people and 
can then be enhanced through training and education programs 
for the core internal audit team, as well as the ability to leverage 
internal/external subject matter expertise when required. It is also 
critical that permanent IA staff at all levels be involved in a diverse 
range of assignments to help them gain a broad perspective on the 
organization. 

• Staff development and subject matter expertise: High performing 
internal audit functions have had great success with job rotations and 
utilizing guest auditors. Job rotation assignment, outside of internal 
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audit, allows internal auditors to broaden their perspectives and 
become more well-rounded professionals. Job rotations also solidify  
a collaborative working relationship between IA and the business 
areas they are responsible for auditing. For non-internal auditors (sec-
onded from other departments), rotations into internal audit provide 
opportunities to broaden their experience and knowledge, and to 
appreciate the contribution and valuable work of internal audit. Guest 
auditors are often used to utilize subject matter experts, although it 
is critical to find individuals who are independent from the area being 
reviewed.

• Continuous improvement: Does internal audit challenge itself to 
improve the relevance, effectiveness, and efficiency of its work, 
including how it interacts with and supports the various stakehold-
ers? Also, when internal audit conducts and reports to the board 
regarding internal and external assessments, this is a good sign that 
they are constantly striving for improvement. Benchmarking within 
your industry or with other internal audit groups can be a great 
source for best practices and opportunities to share with leadership 
and the audit committee. 

Organizations may also consider using part-time staff, contractors and 
outsourcing arrangements rather than hiring a full-time team in order to 
recognize the need to scale the functions to the size of the organization.

9. What qualities should a Chief Audit Executive 
possess?
A CAE must be a leader with high integrity, courage, executive pres-
ence, a strong understanding of the business, a desire to learn, the 
ability to manage expectations and influence, and be an effective 
communicator.

The traditional qualities of the CAE are typically focused on strong 
leadership, interpersonal, organizational, and analytical skills. CAEs are 
role models for their IA teams, and set the tone in terms of how their 
departments operate and interact with their Boards and the rest of their 
organizations. They know that the strength and effectiveness of their 
teams are critical to their department’s success, so they build the right 
team and have sufficient interpersonal skills to motivate and empower 
the individuals to succeed in achieving IA’s objectives.



17Organizational Design and Resources 

In addition to the qualities listed above, modern CAEs have developed 
an ability to manage two roles — the more traditional assurance role 
as well as an advisory role. Managing both roles requires salesmanship, 
diplomacy, humility, assertiveness, and an ability to earn the trust and 
respect of the stakeholders they are working with. They are also flexible 
and responsive, and recognize that the IA function must continually 
review and assess whether it is aligned with new risks and organiza-
tional changes.

Boards should look for someone who can be viewed as a leader not  
just within their department, but across the organization as a whole.  
In these cases, Boards should insist that management include the CAE  
in any leadership/planning/strategic type meetings or discussions to 
allow IA to be mindful of current and emerging issues and priorities 
affecting the organization. (Ask yourself: Does my CAE have executive 
c-suite presence?)

10. What new capabilities are leading internal audit 
functions developing today?
Emerging risk and best practice internal control trends should dictate 
what new capabilities your internal audit group should invest in, such 
as data analytic expertise and cyber security knowledge. 

It is critical that IA functions develop and continually update their skill-
set to keep pace with the challenges facing their organizations (being 
industry trends, new product/service offerings, new business partner-
ships, etc.). Assembling the right skills is dependent upon the risk profile 
of your organization and the audit strategy/plan developed to provide 
the Board assurance over the controls in place to mitigate risks to an 
acceptable level. It is critical that the skills assembled must be aligned 
with that needed to successfully execute the audit plan. Leading internal 
audit functions recruit staff with a variety of backgrounds and profes-
sional experience to match the operations and risk areas of its company 
(for example, engineers, actuaries, information technology, healthcare). 
Before approving the audit plan, Boards should ask whether the skill 
set assembled in the IA function is sufficient to successfully execute the 
audit plan.

New capability such as data analytics is becoming very popular with 
internal audit functions for specific audit testing, continuous monitor-
ing and auditing, and it is also being used for predictive analysis. As 
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technology and software becomes more sophisticated and user friendly, 
the use of data analytics will continue to grow. Internal audit functions 
either have an in-house data analytics expert or outsource this capability 
to a third party.

Organizations are also seeking greater capability within internal audit to 
support IT governance and cyber security. Some of the key risks related 
to this are cyber attacks that disrupt business operations or result in  
|a breach of privacy or confidential data. 

Every internal audit organization should continually ask what capabilities 
will be required to address emerging risks.

11. What are the top priorities in the Internal Audit 
plan?
IIA Standards require that the audit plan must be risk based and  
as such the internal audit risk assessment is the foundation to any 
audit plan.

The audit plan must be aligned with your organization’s strategic objec-
tives to make sure the right audits are performed with the right scope. 
This alignment will help Internal Audit provide assurance to its Board 
that the risks that could impact the success of these objectives are 
being adequately mitigated. IIA Standards require that the audit plan 
must be risk based and as such the internal audit risk assessment is the 
foundation to any audit plan. At a minimum, Internal Audit must gain 
an understanding of the organization’s key risk areas (both current and 
emerging) that are specific to an organization as well as those that are 
inherent to the relevant industry. The board should ensure that internal 
audit is incorporating the appropriate ERM outputs into the development 
of its audit plan. Inputs that Internal Audit should consider in developing 
an internal audit plan to provide coverage over these key risk areas, over 
a reasonable period of time, are set out in the table below:
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Industry
publications

Common 
Inputs to 
develop

plan

Enterprise
Risk

Strategic
Plan

Business
plans,

policies, and 
procedures

Other
assurance
functions

Interview
with board 
and senior 

management

Obtaining information on the top strategic 
risks that are identifi ed and managed by the 
senior management team

Consideration should be given 
to other assurance functions, 
with a view to relying on 
their eff orts as opposed to 
conducting internal audits in 
the areas they cover

This provides a starting point, 
as the strategic plan clarifi es 
the purpose and direction of 
the organization, which in 
turn determines the risks 
involved and the associated 
risk responses that should be 
assessed by internal audit

Scanning current trends and regulatory 
developments

Gaining their insights on 
upcoming strategic initia-
tives, and the associated 
risks and mitigations

Reviewing these docu-
ments to supplement the 
controls and processes 
described by senior 
management

The leading practice is to have a multi-year strategy (maximum 3-years) 
that includes a detailed rolling 12 to 18 month audit plan. Both the strategy 
and plan are continuously updated through an ongoing risk assess-
ment process, in order for internal audit to respond to emerging risks  
or issues. As it is common for Internal Audit to have a budget, decisions 
must be made as to which risks/areas are to be audited. For this reason, 
the plan should not only set out the audits in scope but also advise the 
Board which audits were considered then excluded from the plan, as 
well as an explanation as to why any key risk areas/priorities/issues are 
not in scope.

The Board must approve the audit plan and any changes made  
to the plan.

12. Should Internal Audit place reliance on other 
assurance functions?
Coordinating with and relying on internal assurance functions reduces 
duplication of efforts, minimizes audit fatigue, and provides a forum 
for sharing risk assessment insight and best practices.

Organizations typically have a number of different assurance functions 
in addition to internal audit. These include compliance groups, quality 
management functions, internal control teams that assess controls (e.g. 
financial reporting), and IT governance groups. Also these assurance 
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groups are a great source of insight on risk assessment and for continu-
ously finding out more cost effective ways of providing assurance and 
advisory services. 

Examples of assurance groups which internal audit could work together 
with include, but is not limited to: Enterprise Risk Management; IT gov-
ernance (including cyber security); Environment, Health, and Safety; 
Security; Insurance; Legal and Ethics; and Project Risk Management.

Elements that should be considered as part of the reliance process 
include (IIA Practice Guide — Reliance by Internal Audit on Other Assur-
ance Providers, December 2011):

1 2 3 4 5
Purpose Independence 

and
Objectivity

Competence Elements
of Practice

Communication
of Results 
and Remediation

The assurance 
provider is clear 
in purpose, and 
is committed 
to providing 
assurance on 
a specifi ed risk 
area so that 
their work is 
relevant to 
internal audit’s 
objectives and 
scope.

The professional 
judgment of 
the assurance 
provider is 
impartial, 
without 
inappropriate 
interference from 
others.

The assurance 
provider has 
appropriate 
organizational 
process 
expertise, 
education level, 
professional 
experience, 
relevant 
professional 
certifi cations, 
continuing 
education, 
and reputation 
for sound 
judgment.

The assurance 
provider 
establishes 
and follows 
appropriate 
policies, 
programs, and 
procedures. 
In execution, 
assurance work 
is appropriately 
planned, 
supervised, 
documented, 
and reviewed. 
Finally, results 
are based on 
persuasive 
evidence 
suffi  cient to 
support the level 
of assurance.

The assurance 
provider 
communicates 
results and looks 
to management 
to take action in 
a timely manner. 
Weaknesses and 
defi ciencies are 
reported to the 
person directly 
responsible for 
taking corrective 
actions and to 
the members of 
management that 
have oversight 
responsibilities.

Once a listing of reliable assurance providers has been developed, the 
scope of each provider should be mapped to the internal audit plan. 
This should be presented to the board each year at the same time as the 
audit plan so that the board can determine how the various audit and 
compliance functions have been integrated into the company’s overall 
governance, risk and assurance framework.
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13. How does Internal Audit anticipate and adapt  
to emerging or changing risks?
Internal audit should be engaging senior management and other 
internal and external stakeholders about the latest initiatives, proj-
ects, external trends, and best practices on a continuous basis.

Organizations navigate a wide range of external and internal drivers  
of risk. These can include:
• Business disruption or data loss caused by a cyber attack;
• Material financial misstatement caused by changes in leadership;
• Incurring penalties and reputation risk in relation to new regulatory 

requirements;
• Revenue loss due to competitive entities, products, and services;
• Credit rating decline driven by economic conditions;
• Legal and regulatory issues caused by hostile mergers and 

acquisitions;
• Cost overruns caused by change such as implementing a new ERP 

system;
• Financial loss related to major capital projects;
• Extraordinary expenses linked to changing climates and environmen-

tal events;
• Demand loss due to shifting social and cultural attitudes;
• Market share erosion due to technological changes and competitive 

innovations;
• Incremental expense related to changes in government leadership  

or policies; and
• Margin erosion tied to shifts in the price of commodities, oil & gas, 

and other inputs. 

The Board should be satisfied that internal audit is anticipating, and has 
considered the impact of, these risks on its objectives, strategy, audit 
plan, structure, and resources. Internal audit should be engaging senior 
management and other internal and external stakeholders about the 
latest initiatives, projects, and external developments on a continuous 
basis. Boards can also play a role in informing internal audit of any 
anticipated significant changes on the planning horizon. Once known,  
the Board may want to engage with the CAE to discuss potential 
changes to the audit plan. 
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14. How should management be held accountable 
to address/resolve audit findings?
Management will always be the first line of defense to prevent, detect, 
or react to risk, and therefore they should also be expected to expe-
dite control improvements recommended by internal audit.

Internal audit is responsible for developing a program to monitor and 
report on the status of management action plans resulting from audit 
findings. This can be done through periodic checkpoints and by conduct-
ing follow-up audits. The result is that internal audit has an opportunity 
to examine remedial actions in detail, and gather evidence to support 
management’s conclusion that action plans have been carried out and 
completed sufficiently. The results of these follow-up actions should be 
reported to the Board.

Boards should determine whether management is engaged in devel-
oping and completing action plans to mitigate the risks associated 
with internal audit findings. The status of open action plans should be 
reported. As well, significant past due action plans, with correspond-
ing executive sponsors, deadlines, and reasons for the delay should be 
reported to the board at each meeting. When response timelines are not 
adhered to by management, boards may choose to invite the executive 
sponsor to provide an update and revised plan. Taking an active role to 
hold management accountable will reinforce the board’s commitment to 
corrective action, and send a message to senior management that resolv-
ing audit findings is important.

There are certain instances where management may decide not to take 
any corrective actions associated with an audit finding. If this is the case, 
internal audit should document that senior management understands 
and accepts the risk, and then highlight this to the board.

15. How should Internal Audit deal with concerns  
of management (and even Board) misconduct?
The CAE is often relied upon as an independent leader, who reports 
functionally to the board, to help lead or support fraud investigations; 
this includes concerns involving management and the Board.
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Boards should be reminded that although internal audit is responsible 
for considering fraud when conducting audit work in areas susceptible  
to fraud and testing the relevant controls, management is actually respon-
sible for preventing or detecting fraud. But what if management itself 
is involved?

Boards should reiterate the importance of being notified of any activi-
ties that indicate management misconduct. This communication is easier 
when there is open candid relationship between the CAE and Board, 
fostered by ongoing formal and informal interactions, including in-camera 
meetings. Furthermore, it is imperative that the Board establish a protocol 
that protects the CAE and internal audit when sensitive issues or findings 
are brought to their attention.

When notification is received, the CAE should be asked about the follow-
ing background details to determine the next steps required:

6
What is the role of senior management (or even the board) in the activity 
(which determines whether IA should bypass management and communi-
cate directly to board or external authorities)?

1 How reliable is the source? Did internal audit observe or detect the 
misconduct directly?

2 What additional validation (if any), or audit procedures, should be 
conducted by internal audit?

3 Should internal audit recommend that an investigation be required?

4 Does the behaviour contravene the organization’s Code of Conduct?

5 What is the potential nature and depth of the misconduct?

Once a determination on next steps has been made, internal audit can 
be leveraged to coordinate investigative activities, contain the flow of 
information, and maintain privilege, depending on who from senior man-
agement is involved in the suspected activity. 
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Reporting/Communication

16. What content should Internal Audit 
communicate in quarterly reports to the Board?
Leading internal audit functions present materials and information  
in a succinct, clear, prioritized manner. 

Content should be presented in an executive summary format with themes 
and trends tied to the organization’s key strategies and risk areas. Inter-
nal audit functions typically report to the Board on at least a quarterly 
basis. Items reported can include:

• Observations and findings: Significant observations and findings 
(along with corresponding management action plans to remediate 
the findings) from completed internal audits should be prioritized and 
reported at the Board level. This should extend beyond exceptions, as 
the Board should be asking for assurance that key activities are oper-
ating as intended, controls are designed well and risks are reasonably 
managed. The progress of management action plans associated with 
prior high risk observations and findings should also be reported 
when they become past due.

• Performance metrics/balanced scorecard: It is important to under-
stand internal audit’s mandate and objectives, and how they are 
performing relative to them. Internal audit should report on metrics 
that are aligned to their mandate at each board meeting. Leading 
internal audit functions take a balanced scorecard approach, report-
ing on performance against the audit plan, internal audit practice 
management, people development, and stakeholder expectations.
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• Risk assessment, internal audit plan, and resource requirements: 
Internal audit is responsible for presenting a risk-based internal audit 
plan to the board that sets out the function’s priorities and assurance 
coverage across the organization, as well as the resources required 
to complete the plan. The audit plan should also include any antici-
pated advisory or consulting engagements. The Board is required to 
approve the plan and the associated resources. Internal audit often 
provides insights into other assurance and risk management activities 
across the organization to provide a broader perspective on assur-
ance over key risks across the organization.

• Practice management initiatives: Practice management refers to all 
activities that internal audit undertakes to execute its mandate and 
continuously improve as a leading assurance function. This includes 
scheduling and planning, implementing audit software and technolo-
gies, training and development, and hiring/resourcing.

• Management requests: Internal audit is frequently asked to support 
management, either in an advisory capacity or by providing assurance 
in a traditional internal audit model, to help respond to frauds, quality 
failures, health and safety incidents, mergers and acquisitions, dives-
titures, and other situations that arise throughout the year that put 
a strain on management’s resources. Before undertaking any action 
on such management requests, internal audit should consider the 
relative risk of the issue and the impact on its audit plan to undertake 
the request. It is helpful for the Board to be aware of these activities.

• Whistleblower activity and potential management misconduct: 
Internal audit is often responsible for administering certain whistle-
blower activities, including receiving and escalating complaints to 
the appropriate authority, which includes the Board for more serious 
accusations.

• Quality Assurance: IIA Standards require external assessments of the 
IA function to be conducted at least every five years, and internal 
reviews to be conducted at least annually. They also require the CAE 
to report on the results of quality assurance activities associated with 
IA function to the Board.
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Independence is a consideration in ensuring that the required information 
gets reported to the board. It is important to talk about independence 
with the CAE, letting her or him know that the Board should be informed 
if they are ever placed in a position where senior management is attempt-
ing to inappropriately influence what is being reported.

17. How does Internal Audit determine what risk 
and control issues should be reported to the 
Board?
Judgment is required in order to determine whether a risk exposure 
or control issue is significant enough to warrant highlighting at the 
Board level and this is why the establishment of criteria is critical.

The Board should work with the CAE to establish criteria to provide 
guidance on what the IA function should report to the Board. As a start-
ing point, the criteria should comply with IIA Standards, which state 
that significant audit findings, such as risk exposures and control issues, 
including fraud risks, should be reported. Judgment, however, is required 
in order to determine whether a risk exposure or control issue is signifi-
cant enough to warrant highlighting at the board level and this is why the 
establishment of criteria is critical. The following are three categories of 
findings/developments that are typically reported to the Board:

Issues that result in residual risks that exceed 
the organization’s stated limits for risk taking 1

Matters of organizational integrity (fraud, ethical 
behaviour, social responsibility and social license 
to operate, etc.)

3

Issues that relate to management failing 
to report on an inability to achieve 
organizational performance goals 

2
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Criteria for escalating audit issues should reflect the board’s priorities and 
preferences. The board should be satisfied that internal audit applies the 
framework consistently, free from any influence or pressure from man-
agement or external third parties.

18. Effectively utilizing the in-camera session. “Are 
there any other matters that you wish to bring 
to the Board’s attention?”
The CAE must use professional judgment to determine both “what” 
and “how” to succinctly communicate sensitive information in the  
in-camera session. This can also be a great opportunity to make sure 
the Board has clearly understood matters of high importance.

It is important to leave time in each Board meeting to give the CAE, and 
the internal audit team, a forum (i.e. an in-camera session) to discuss any 
items that may not have been presented in the pre-read materials or in 
the meeting itself. Sometimes issues arise within days of Board meetings 
that warrant discussion in meetings. There may also be certain items 
that the CAE does not feel comfortable including in the formal meeting 
materials. If the agendas of the meetings get sidetracked, delayed, or 
compressed, this question serves as a nice reminder to address anything 
that may have been skipped over. This single question is a simple, power-
ful way for Board members to uncover learnings that may be “between 
the lines” of an internal audit report. 
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Evaluation of the  
IA Function

19. How should the Board evaluate the Internal 
Audit function?
IIA Standards require that Internal Audit departments undergo  
an external quality assessment every five years.

Boards should continually evaluate their internal audit functions in order 
to enhance the department and to improve on its future performance 
(and this role should be included in the Audit Committee Charter). In 
addition to considering their own views, the Board’s assessment of inter-
nal audit should take into account the perspectives of management, the 
business units that have been audited and also the CAE. Recommended 
practices to evaluate internal audit include:

• Board level metrics — develop quantitative key performance metrics 
(for example, audits per year, annual audits per headcount, % time 
spent on an audit versus budget, etc.) to measure the IA functions 
performance.

• Management evaluation — obtain managements views on IA’s perfor-
mance (for example, does IA understand the business? does IA have 
the necessary skills and experience to provide value added advice 
to the business? were audit results appropriately communicated to 
management? were audit recommendations practical?).
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• Internal Audit self-assessment — ensure that your CAE is monitor-
ing quality within the department (for example, are audit working 
papers reviewed? are internal quality reviews of audit engagements 
performed? are client satisfaction surveys obtained?).

• Results from external quality assessments — IIA Standards require 
that Internal Audit departments undergo an external quality assess-
ment every five years. Boards can gain valuable insights from these 
reviews about the performance of their IA departments (including, 
an independent assessment that their IA function is complying with 
globally recognized standards, comparison of performance to that of 
peer organizations, assessment of reporting structure/people/skills, 
review whether IA’s processes and practices are aligned with what 
the Board expects).

• Results from client surveys — Internal Audit functions should conduct 
surveys of the business units that are audited after every engagement. 
Results from these surveys can not only assist the Board in assess-
ing internal audits performance but can also serve as the basis for 
improving the future effectiveness of the department (for example, 
were findings and recommendations appropriate and/or value-add, 
were reports well written/organized and easy to understand, was 
communication coordinated).

20. Is Internal Audit continually following industry 
leading practices?
Your Internal Audit department should be as dynamic and nimble  
as your organization, and should always be looking for high value 
continuous improvement opportunity. 

If your board is providing governance and oversight for significant 
external and/or internal change, then the Internal Audit activities must 
be equally agile. Boards should be satisfied that internal auditors are 
receiving timely and relevant training and education that will equip them 
to provide their services in accordance with the applicable requirements. 
CAEs should be able to demonstrate to the Board that their team’s skills 
map to their mandate.
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Further to maintaining or obtaining adequate skills, board members 
should ensure that Internal Audit understands and is integrating evolv-
ing audit practices into its department. Performance areas that boards 
should examine within Internal Audit include:*

Boards should inquire about how Internal Audit is instilling a forward-
looking, strategic plan to evolve the practices they follow.
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Conclusion

Many internal audit functions have increased their profile within their orga-
nization by evolving their capabilities to deliver greater strategic value (with 
the definition of value being defined by key stakeholders, including the board, 
audit committee, executive line management, and other risk focused func-
tions within the organization). This evolution required an approach whereby 
the scope of its assurance coverage is strongly aligned to the strategic objec-
tives and considers the key risks that could inhibit their organization’s success. 
The continuing ability to engage stakeholders to create a productive dialogue, 
produce intelligent findings, and issue reports that are appropriate to their 
intended audience is essential to the future success of any Internal Audit team.

In conclusion, Boards should encourage:

• Your CAE to design and manage its Internal Audit department to deliver 
objective assurance, as well as provide valuable recommendations that 
help their organization to achieve strategic objectives while effectively and 
efficiently addressing relevant risks.

• Your Internal Audit departments to be designed to be strategic, agile, 
informed, collaborative, and capable. Relationship management and 
communication skills should carry equal weight to technical auditing 
capabilities.
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Where to Find More 
Information

CPA Canada Publications on Governance  
(available at www.cpacanada.ca/governance)

The Director Series

The 20 Questions Series
• 20 Questions Directors Should Ask about Building and Sustaining  

an Effective Board
• 20 Questions Directors Should Ask about CEO Succession
• 20 Questions Directors Should Ask about Codes of Conduct (2nd ed)
• 20 Questions Directors Should Ask about Crisis Management
• 20 Questions Directors Should Ask about Crown Corporation Governance
• 20 Questions Directors Should Ask about Director Compensation
• 20 Questions Directors Should Ask about Directors’ and Officers’ Liability 

Indemnification and Insurance (2nd ed)
• 20 Questions Directors Should Ask about Executive Compensation  

(2nd ed)
• 20 Questions Directors Should Ask about Governance Assessments
• 20 Questions Directors Should Ask about Governance Committees
• 20 Questions Directors Should Ask about Insolvency
• 20 Questions Directors Should Ask about Internal Audit (2nd ed)
• 20 Questions Directors Should Ask about IT (2nd ed)
• 20 Questions Directors Should Ask about Responding to Allegations of 

Corporate Wrongdoing
• 20 Questions Directors Should Ask about the Role of the Human Resources 

and Compensation Committee

http://www.cpacanada.ca/governance
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• 20 Questions Directors Should Ask about Special Committees (2nd ed)
• 20 Questions Directors Should Ask about Strategy (3rd ed)

Director Briefings
• Board Oversight of Tax Risk — Questions for Directors to Ask
• Controlled Companies Briefing — Questions for Directors to Ask
• Diversity Briefing — Questions for Directors to Ask
• Guidance for Directors: Disclosure and Certification — What’s at Stake
• Guidance for Managers: Disclosure and Certification — What’s at Stake
• Shareholder Engagement — Questions for Directors to Ask
• Sustainability: Environmental and Social Issues Briefing — Questions for 

Directors to Ask

Frameworks
• A Framework for Board Oversight of Enterprise Risk
• Overseeing mergers and acquisitions — a framework for boards of directors

CFOs
• Deciding to Go Public: What CFOs Need to Know
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INTERNATIONAL STANDARDS FOR THE PROFESSIONAL PRACTICE OF 
INTERNAL AUDITING (STANDARDS) 

 

Introduction to the Standards 

Internal auditing is conducted in diverse legal and cultural environments; for organizations that 
vary in purpose, size, complexity, and structure; and by persons within or outside the organization. 
While differences may affect the practice of internal auditing in each environment, conformance 
with The IIA’s International Standards for the Professional Practice of Internal Auditing 
(Standards) is essential in meeting the responsibilities of internal auditors and the internal audit 
activity. 

The purpose of the Standards is to: 

1. Guide adherence with the mandatory elements of the International Professional 
Practices Framework. 

2. Provide a framework for performing and promoting a broad range of value-added 
internal auditing services. 

3. Establish the basis for the evaluation of internal audit performance. 
4. Foster improved organizational processes and operations. 

The Standards are a set of principles-based, mandatory requirements consisting of: 

 Statements of core requirements for the professional practice of internal auditing and for 
evaluating the effectiveness of performance that are internationally applicable at 
organizational and individual levels. 

 Interpretations clarifying terms or concepts within the Standards. 

The Standards, together with the Code of Ethics, encompass all mandatory elements of the 
International Professional Practices Framework; therefore, conformance with the Code of Ethics 
and the Standards demonstrates conformance with all mandatory elements of the International 
Professional Practices Framework. 

The Standards employ terms as defined specifically in the Glossary. To understand and apply 
the Standards correctly, it is necessary to consider the specific meanings from the Glossary. 
Furthermore, the Standards use the word “must” to specify an unconditional requirement and 
the word “should” where conformance is expected unless, when applying professional 
judgment, circumstances justify deviation. 

The Standards comprise two main categories: Attribute and Performance Standards. Attribute 
Standards address the attributes of organizations and individuals performing internal auditing. 
Performance Standards describe the nature of internal auditing and provide quality criteria 
against which the performance of these services can be measured. Attribute and Performance 
Standards apply to all internal audit services. 

Implementation Standards expand upon the Attribute and Performance Standards by providing 
the requirements applicable to assurance (.A) or consulting (.C) services. 
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Assurance services involve the internal auditor’s objective assessment of evidence to provide 
opinions or conclusions regarding an entity, operation, function, process, system, or other 
subject matters. The nature and scope of an assurance engagement are determined by the 
internal auditor. Generally, three parties are participants in assurance services: (1) the person or 
group directly involved with the entity, operation, function, process, system, or other subject 
matter — the process owner, (2) the person or group making the assessment — the internal 
auditor, and (3) the person or group using the assessment — the user. 

Consulting services are advisory in nature and are generally performed at the specific request of 
an engagement client. The nature and scope of the consulting engagement are subject to 
agreement with the engagement client. Consulting services generally involve two parties: (1) the 
person or group offering the advice — the internal auditor, and (2) the person or group seeking 
and receiving the advice — the engagement client. When performing consulting services the 
internal auditor should maintain objectivity and not assume management responsibility. 

The Standards apply to individual internal auditors and the internal audit activity. All internal 
auditors are accountable for conforming with the standards related to individual objectivity, 
proficiency, and due professional care and the standards relevant to the performance of their 
job responsibilities. Chief audit executives are additionally accountable for the internal audit 
activity’s overall conformance with the Standards. 

If internal auditors or the internal audit activity is prohibited by law or regulation from 
conformance with certain parts of the Standards, conformance with all other parts of the 
Standards and appropriate disclosures are needed. 

If the Standards are used in conjunction with requirements issued by other authoritative bodies, 
internal audit communications may also cite the use of other requirements, as appropriate. In 
such a case, if the internal audit activity indicates conformance with the Standards and 
inconsistencies exist between the Standards and other requirements, internal auditors and the 
internal audit activity must conform with the Standards and may conform with the other 
requirements if such requirements are more restrictive. 

The review and development of the Standards is an ongoing process. The International Internal 
Audit Standards Board engages in extensive consultation and discussion before issuing the 
Standards. This includes worldwide solicitation for public comment through the exposure draft 
process. All exposure drafts are posted on The IIA’s website as well as being distributed to all 
IIA institutes. 

Suggestions and comments regarding the Standards can be sent to: 
The Institute of Internal Auditors 

Standards and Guidance 
1035 Greenwood Blvd, Suite 401 

Lake Mary, FL 32746 USA 
E-mail: guidance@theiia.org     Web: www.globaliia.org 

***  

mailto:guidance@theiia.org
http://www.theiia.org/
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INTERNATIONAL STANDARDS FOR THE PROFESSIONAL PRACTICE OF 
INTERNAL AUDITING (STANDARDS) 

Attribute Standards 

1000 – Purpose, Authority, and Responsibility 

The purpose, authority, and responsibility of the internal audit activity must be formally defined in 
an internal audit charter, consistent with the Mission of Internal Audit and the mandatory elements 
of the International Professional Practices Framework (the Core Principles for the Professional 
Practice of Internal Auditing, the Code of Ethics, the Standards, and the Definition of Internal 
Auditing). The chief audit executive must periodically review the internal audit charter and present 
it to senior management and the board for approval. 

Interpretation: 

The internal audit charter is a formal document that defines the internal audit activity's purpose, 
authority, and responsibility. The internal audit charter establishes the internal audit activity's 
position within the organization, including the nature of the chief audit executive’s functional 
reporting relationship with the board; authorizes access to records, personnel, and physical 
properties relevant to the performance of engagements; and defines the scope of internal audit 
activities. Final approval of the internal audit charter resides with the board. 

1000.A1 – The nature of assurance services provided to the organization must be defined in 
the internal audit charter. If assurances are to be provided to parties outside the 
organization, the nature of these assurances must also be defined in the internal audit 
charter. 

1000.C1 – The nature of consulting services must be defined in the internal audit charter. 

1010 – Recognizing Mandatory Guidance in the Internal Audit Charter 

The mandatory nature of the Core Principles for the Professional Practice of Internal Auditing, the 
Code of Ethics, the Standards, and the Definition of Internal Auditing must be recognized in the 
internal audit charter. The chief audit executive should discuss the Mission of Internal Audit and 
the mandatory elements of the International Professional Practices Framework with senior 
management and the board. 

1100 – Independence and Objectivity 

The internal audit activity must be independent, and internal auditors must be objective in 
performing their work. 

Interpretation: 

Independence is the freedom from conditions that threaten the ability of the internal audit activity 
to carry out internal audit responsibilities in an unbiased manner. To achieve the degree of 
independence necessary to effectively carry out the responsibilities of the internal audit activity, 
the chief audit executive has direct and unrestricted access to senior management and the board. 
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This can be achieved through a dual-reporting relationship. Threats to independence must be 
managed at the individual auditor, engagement, functional, and organizational levels. 

Objectivity is an unbiased mental attitude that allows internal auditors to perform engagements in 
such a manner that they believe in their work product and that no quality compromises are made. 
Objectivity requires that internal auditors do not subordinate their judgment on audit matters to 
others. Threats to objectivity must be managed at the individual auditor, engagement, functional, 
and organizational levels. 

1110 – Organizational Independence 

The chief audit executive must report to a level within the organization that allows the internal 
audit activity to fulfill its responsibilities. The chief audit executive must confirm to the board, at 
least annually, the organizational independence of the internal audit activity. 

Interpretation: 

Organizational independence is effectively achieved when the chief audit executive reports 
functionally to the board. Examples of functional reporting to the board involve the board: 

 Approving the internal audit charter. 

 Approving the risk-based internal audit plan. 

 Approving the internal audit budget and resource plan. 

 Receiving communications from the chief audit executive on the internal audit activity’s 
performance relative to its plan and other matters. 

 Approving decisions regarding the appointment and removal of the chief audit executive. 

 Approving the remuneration of the chief audit executive. 

 Making appropriate inquiries of management and the chief audit executive to determine 
whether there are inappropriate scope or resource limitations. 

1110.A1 – The internal audit activity must be free from interference in determining the scope 
of internal auditing, performing work, and communicating results. The chief audit executive 
must disclose such interference to the board and discuss the implications. 

1111 – Direct Interaction with the Board 

The chief audit executive must communicate and interact directly with the board. 

1112 – Chief Audit Executive Roles Beyond Internal Auditing 

Where the chief audit executive has or is expected to have roles and/or responsibilities that fall 
outside of internal auditing, safeguards must be in place to limit impairments to independence or 
objectivity. 

Interpretation: 

The chief audit executive may be asked to take on additional roles and responsibilities outside of 
internal auditing, such as responsibility for compliance or risk management activities. These roles 
and responsibilities may impair, or appear to impair, the organizational independence of the 
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internal audit activity or the individual objectivity of the internal auditor. Safeguards are those 
oversight activities, often undertaken by the board, to address these potential impairments, and 
may include such activities as periodically evaluating reporting lines and responsibilities and 
developing alternative processes to obtain assurance related to the areas of additional 
responsibility. 

1120 – Individual Objectivity 

Internal auditors must have an impartial, unbiased attitude and avoid any conflict of interest. 

Interpretation: 

Conflict of interest is a situation in which an internal auditor, who is in a position of trust, has a 
competing professional or personal interest. Such competing interests can make it difficult to fulfill 
his or her duties impartially. A conflict of interest exists even if no unethical or improper act results. 
A conflict of interest can create an appearance of impropriety that can undermine confidence in 
the internal auditor, the internal audit activity, and the profession. A conflict of interest could impair 
an individual's ability to perform his or her duties and responsibilities objectively. 

1130 – Impairment to Independence or Objectivity 

If independence or objectivity is impaired in fact or appearance, the details of the impairment must 
be disclosed to appropriate parties. The nature of the disclosure will depend upon the impairment. 

Interpretation: 

Impairment to organizational independence and individual objectivity may include, but is not 
limited to, personal conflict of interest, scope limitations, restrictions on access to records, 
personnel, and properties, and resource limitations, such as funding. 

The determination of appropriate parties to which the details of an impairment to independence 
or objectivity must be disclosed is dependent upon the expectations of the internal audit activity’s 
and the chief audit executive’s responsibilities to senior management and the board as described 
in the internal audit charter, as well as the nature of the impairment. 

1130.A1 – Internal auditors must refrain from assessing specific operations for which they 
were previously responsible. Objectivity is presumed to be impaired if an internal auditor 
provides assurance services for an activity for which the internal auditor had responsibility 
within the previous year. 

1130.A2 – Assurance engagements for functions over which the chief audit executive has 
responsibility must be overseen by a party outside the internal audit activity. 

1130.A3 – The internal audit activity may provide assurance services where it had previously 
performed consulting services, provided the nature of the consulting did not impair 
objectivity and provided individual objectivity is managed when assigning resources to the 
engagement. 
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1130.C1 – Internal auditors may provide consulting services relating to operations for which 
they had previous responsibilities. 

1130.C2 – If internal auditors have potential impairments to independence or objectivity 
relating to proposed consulting services, disclosure must be made to the engagement client 
prior to accepting the engagement. 

1200 – Proficiency and Due Professional Care 

Engagements must be performed with proficiency and due professional care. 

1210 – Proficiency 

Internal auditors must possess the knowledge, skills, and other competencies needed to perform 
their individual responsibilities. The internal audit activity collectively must possess or obtain the 
knowledge, skills, and other competencies needed to perform its responsibilities. 

Interpretation: 

Proficiency is a collective term that refers to the knowledge, skills, and other competencies 
required of internal auditors to effectively carry out their professional responsibilities. It 
encompasses consideration of current activities, trends, and emerging issues, to enable relevant 
advice and recommendations. Internal auditors are encouraged to demonstrate their proficiency 
by obtaining appropriate professional certifications and qualifications, such as the Certified 
Internal Auditor designation and other designations offered by The Institute of Internal Auditors 
and other appropriate professional organizations. 

1210.A1 – The chief audit executive must obtain competent advice and assistance if the 
internal auditors lack the knowledge, skills, or other competencies needed to perform all or 
part of the engagement. 

1210.A2 – Internal auditors must have sufficient knowledge to evaluate the risk of fraud and 
the manner in which it is managed by the organization, but are not expected to have the 
expertise of a person whose primary responsibility is detecting and investigating fraud. 

1210.A3 – Internal auditors must have sufficient knowledge of key information technology 
risks and controls and available technology-based audit techniques to perform their 
assigned work. However, not all internal auditors are expected to have the expertise of an 
internal auditor whose primary responsibility is information technology auditing. 

1210.C1 – The chief audit executive must decline the consulting engagement or obtain 
competent advice and assistance if the internal auditors lack the knowledge, skills, or other 
competencies needed to perform all or part of the engagement. 

1220 – Due Professional Care  

Internal auditors must apply the care and skill expected of a reasonably prudent and competent 
internal auditor. Due professional care does not imply infallibility. 
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1220.A1 – Internal auditors must exercise due professional care by considering the: 

 Extent of work needed to achieve the engagement’s objectives. 

 Relative complexity, materiality, or significance of matters to which assurance 
procedures are applied. 

 Adequacy and effectiveness of governance, risk management, and control processes. 

 Probability of significant errors, fraud, or noncompliance. 

 Cost of assurance in relation to potential benefits. 

1220.A2 – In exercising due professional care internal auditors must consider the use of 
technology-based audit and other data analysis techniques. 

1220.A3 – Internal auditors must be alert to the significant risks that might affect objectives, 
operations, or resources. However, assurance procedures alone, even when performed with 
due professional care, do not guarantee that all significant risks will be identified. 

1220.C1 – Internal auditors must exercise due professional care during a consulting 
engagement by considering the: 

 Needs and expectations of clients, including the nature, timing, and communication of 
engagement results. 

 Relative complexity and extent of work needed to achieve the engagement’s 
objectives. 

 Cost of the consulting engagement in relation to potential benefits. 

1230 – Continuing Professional Development 

Internal auditors must enhance their knowledge, skills, and other competencies through 
continuing professional development. 

1300 – Quality Assurance and Improvement Program 

The chief audit executive must develop and maintain a quality assurance and improvement 
program that covers all aspects of the internal audit activity. 

Interpretation: 

A quality assurance and improvement program is designed to enable an evaluation of the internal 
audit activity’s conformance with the Standards and an evaluation of whether internal auditors 
apply the Code of Ethics. The program also assesses the efficiency and effectiveness of the 
internal audit activity and identifies opportunities for improvement. The chief audit executive 
should encourage board oversight in the quality assurance and improvement program. 

1310 – Requirements of the Quality Assurance and Improvement Program 

The quality assurance and improvement program must include both internal and external 
assessments. 

1311 – Internal Assessments 
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Internal assessments must include: 

 Ongoing monitoring of the performance of the internal audit activity. 

 Periodic self-assessments or assessments by other persons within the organization with 
sufficient knowledge of internal audit practices. 

Interpretation: 

Ongoing monitoring is an integral part of the day-to-day supervision, review, and measurement 
of the internal audit activity. Ongoing monitoring is incorporated into the routine policies and 
practices used to manage the internal audit activity and uses processes, tools, and information 
considered necessary to evaluate conformance with the Code of Ethics and the Standards. 

Periodic assessments are conducted to evaluate conformance with the Code of Ethics and the 
Standards. 

Sufficient knowledge of internal audit practices requires at least an understanding of all 
elements of the International Professional Practices Framework. 

1312 – External Assessments 

External assessments must be conducted at least once every five years by a qualified, 
independent assessor or assessment team from outside the organization. The chief audit 
executive must discuss with the board: 

 The form and frequency of external assessment. 

 The qualifications and independence of the external assessor or assessment team, 
including any potential conflict of interest. 

Interpretation: 

External assessments may be accomplished through a full external assessment, or a self-
assessment with independent external validation. The external assessor must conclude as to 
conformance with the Code of Ethics and the Standards; the external assessment may also 
include operational or strategic comments. 

A qualified assessor or assessment team demonstrates competence in two areas: the 
professional practice of internal auditing and the external assessment process. Competence can 
be demonstrated through a mixture of experience and theoretical learning. Experience gained in 
organizations of similar size, complexity, sector or industry, and technical issues is more valuable 
than less relevant experience. In the case of an assessment team, not all members of the team 
need to have all the competencies; it is the team as a whole that is qualified. The chief audit 
executive uses professional judgment when assessing whether an assessor or assessment team 
demonstrates sufficient competence to be qualified. 

An independent assessor or assessment team means not having either an actual or a perceived 
conflict of interest and not being a part of, or under the control of, the organization to which the 
internal audit activity belongs. The chief audit executive should encourage board oversight in the 
external assessment to reduce perceived or potential conflicts of interest. 
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1320 – Reporting on the Quality Assurance and Improvement Program 

The chief audit executive must communicate the results of the quality assurance and 
improvement program to senior management and the board. Disclosure should include: 

 The scope and frequency of both the internal and external assessments. 

 The qualifications and independence of the assessor(s) or assessment team, including 
potential conflicts of interest. 

 Conclusions of assessors. 

 Corrective action plans. 

Interpretation: 

The form, content, and frequency of communicating the results of the quality assurance and 
improvement program is established through discussions with senior management and the 
board and considers the responsibilities of the internal audit activity and chief audit executive as 
contained in the internal audit charter. To demonstrate conformance with the Code of Ethics and 
the Standards, the results of external and periodic internal assessments are communicated 
upon completion of such assessments, and the results of ongoing monitoring are communicated 
at least annually. The results include the assessor’s or assessment team’s evaluation with 
respect to the degree of conformance. 

1321 – Use of “Conforms with the International Standards for the Professional Practice of 
Internal Auditing” 

Indicating that the internal audit activity conforms with the International Standards for the 
Professional Practice of Internal Auditing is appropriate only if supported by the results of the 
quality assurance and improvement program. 

Interpretation: 

The internal audit activity conforms with the Code of Ethics and the Standards when it achieves 
the outcomes described therein. The results of the quality assurance and improvement program 
include the results of both internal and external assessments. All internal audit activities will have 
the results of internal assessments. Internal audit activities in existence for at least five years will 
also have the results of external assessments. 

1322 – Disclosure of Nonconformance 

When nonconformance with the Code of Ethics or the Standards impacts the overall scope or 
operation of the internal audit activity, the chief audit executive must disclose the nonconformance 
and the impact to senior management and the board. 
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Performance Standards 

2000 – Managing the Internal Audit Activity 

The chief audit executive must effectively manage the internal audit activity to ensure it adds value 
to the organization. 

Interpretation: 

The internal audit activity is effectively managed when: 

 It achieves the purpose and responsibility included in the internal audit charter. 

 It conforms with the Standards. 

 Its individual members conform with the Code of Ethics and the Standards. 

 It considers trends and emerging issues that could impact the organization. 

The internal audit activity adds value to the organization and its stakeholders when it considers 
strategies, objectives, and risks; strives to offer ways to enhance governance, risk management, 
and control processes; and objectively provides relevant assurance. 

2010 – Planning 

The chief audit executive must establish a risk-based plan to determine the priorities of the internal 
audit activity, consistent with the organization’s goals. 

Interpretation: 

To develop the risk-based plan, the chief audit executive consults with senior management and 
the board and obtains an understanding of the organization’s strategies, key business objectives, 
associated risks, and risk management processes. The chief audit executive must review and 
adjust the plan, as necessary, in response to changes in the organization’s business, risks, 
operations, programs, systems, and controls. 

2010.A1 – The internal audit activity’s plan of engagements must be based on a documented 
risk assessment, undertaken at least annually. The input of senior management and the 
board must be considered in this process. 

2010.A2 – The chief audit executive must identify and consider the expectations of senior 
management, the board, and other stakeholders for internal audit opinions and other 
conclusions. 

2010.C1 – The chief audit executive should consider accepting proposed consulting 
engagements based on the engagement’s potential to improve management of risks, add 
value, and improve the organization’s operations. Accepted engagements must be included 
in the plan. 

2020 – Communication and Approval 
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The chief audit executive must communicate the internal audit activity’s plans and resource 
requirements, including significant interim changes, to senior management and the board for 
review and approval. The chief audit executive must also communicate the impact of resource 
limitations. 

2030 – Resource Management 

The chief audit executive must ensure that internal audit resources are appropriate, sufficient, 
and effectively deployed to achieve the approved plan. 

Interpretation: 

Appropriate refers to the mix of knowledge, skills, and other competencies needed to perform the 
plan. Sufficient refers to the quantity of resources needed to accomplish the plan. Resources are 
effectively deployed when they are used in a way that optimizes the achievement of the approved 
plan. 

2040 – Policies and Procedures 

The chief audit executive must establish policies and procedures to guide the internal audit 
activity. 

Interpretation: 

The form and content of policies and procedures are dependent upon the size and structure of 
the internal audit activity and the complexity of its work. 

2050 – Coordination and Reliance 

The chief audit executive should share information, coordinate activities, and consider relying 
upon the work of other internal and external assurance and consulting service providers to ensure 
proper coverage and minimize duplication of efforts. 

Interpretation: 

In coordinating activities, the chief audit executive may rely on the work of other assurance and 
consulting service providers. A consistent process for the basis of reliance should be established, 
and the chief audit executive should consider the competency, objectivity, and due professional 
care of the assurance and consulting service providers. The chief audit executive should also 
have a clear understanding of the scope, objectives, and results of the work performed by other 
providers of assurance and consulting services. Where reliance is placed on the work of others, 
the chief audit executive is still accountable and responsible for ensuring adequate support for 
conclusions and opinions reached by the internal audit activity. 

2060 – Reporting to Senior Management and the Board 

The chief audit executive must report periodically to senior management and the board on the 
internal audit activity’s purpose, authority, responsibility, and performance relative to its plan and 
on its conformance with the Code of Ethics and the Standards. Reporting must also include 
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significant risk and control issues, including fraud risks, governance issues, and other matters 
that require the attention of senior management and/or the board. 

Interpretation: 

The frequency and content of reporting are determined collaboratively by the chief audit 
executive, senior management, and the board. The frequency and content of reporting depends 
on the importance of the information to be communicated and the urgency of the related actions 
to be taken by senior management and/or the board. 

The chief audit executive’s reporting and communication to senior management and the board 
must include information about: 

 The audit charter. 

 Independence of the internal audit activity. 

 The audit plan and progress against the plan. 

 Resource requirements. 

 Results of audit activities. 

 Conformance with the Code of Ethics and the Standards, and action plans to address any 
significant conformance issues. 

 Management’s response to risk that, in the chief audit executive’s judgment, may be 
unacceptable to the organization. 

These and other chief audit executive communication requirements are referenced throughout 
the Standards. 

2070 – External Service Provider and Organizational Responsibility for Internal Auditing 

When an external service provider serves as the internal audit activity, the provider must make 
the organization aware that the organization has the responsibility for maintaining an effective 
internal audit activity. 

Interpretation: 

This responsibility is demonstrated through the quality assurance and improvement program 
which assesses conformance with the Code of Ethics and the Standards. 

2100 – Nature of Work 

The internal audit activity must evaluate and contribute to the improvement of the organization’s 
governance, risk management, and control processes using a systematic, disciplined, and risk-
based approach. Internal audit credibility and value are enhanced when auditors are proactive 
and their evaluations offer new insights and consider future impact. 

2110 – Governance 

The internal audit activity must assess and make appropriate recommendations to improve the 
organization’s governance processes for: 
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 Making strategic and operational decisions. 

 Overseeing risk management and control. 

 Promoting appropriate ethics and values within the organization. 

 Ensuring effective organizational performance management and accountability. 

 Communicating risk and control information to appropriate areas of the organization. 

 Coordinating the activities of, and communicating information among, the board, external 
and internal auditors, other assurance providers, and management. 

2110.A1 – The internal audit activity must evaluate the design, implementation, and 
effectiveness of the organization’s ethics-related objectives, programs, and activities. 

2110.A2 – The internal audit activity must assess whether the information technology 
governance of the organization supports the organization’s strategies and objectives. 

2120 – Risk Management 

The internal audit activity must evaluate the effectiveness and contribute to the improvement of 
risk management processes. 

Interpretation: 

Determining whether risk management processes are effective is a judgment resulting from the 
internal auditor’s assessment that: 

 Organizational objectives support and align with the organization’s mission. 

 Significant risks are identified and assessed. 

 Appropriate risk responses are selected that align risks with the organization’s risk 
appetite. 

  Relevant risk information is captured and communicated in a timely manner across the 
organization, enabling staff, management, and the board to carry out their 
responsibilities. 

The internal audit activity may gather the information to support this assessment during multiple 
engagements. The results of these engagements, when viewed together, provide an 
understanding of the organization’s risk management processes and their effectiveness. 

Risk management processes are monitored through ongoing management activities, separate 
evaluations, or both. 

2120.A1 – The internal audit activity must evaluate risk exposures relating to the 
organization’s governance, operations, and information systems regarding the: 

 Achievement of the organization’s strategic objectives. 

 Reliability and integrity of financial and operational information. 

 Effectiveness and efficiency of operations and programs. 

 Safeguarding of assets. 

 Compliance with laws, regulations, policies, procedures, and contracts. 
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2120.A2 – The internal audit activity must evaluate the potential for the occurrence of fraud 
and how the organization manages fraud risk. 

2120.C1 – During consulting engagements, internal auditors must address risk consistent with 
the engagement’s objectives and be alert to the existence of other significant risks. 

2120.C2 – Internal auditors must incorporate knowledge of risks gained from consulting 
engagements into their evaluation of the organization’s risk management processes. 

2120.C3 – When assisting management in establishing or improving risk management 
processes, internal auditors must refrain from assuming any management responsibility by 
actually managing risks. 

2130 – Control 

The internal audit activity must assist the organization in maintaining effective controls by 
evaluating their effectiveness and efficiency and by promoting continuous improvement. 

2130.A1 – The internal audit activity must evaluate the adequacy and effectiveness of controls 
in responding to risks within the organization’s governance, operations, and information 
systems regarding the: 

 Achievement of the organization’s strategic objectives. 

 Reliability and integrity of financial and operational information. 

 Effectiveness and efficiency of operations and programs. 

 Safeguarding of assets. 

 Compliance with laws, regulations, policies, procedures, and contracts. 

2130.C1 – Internal auditors must incorporate knowledge of controls gained from consulting 
engagements into evaluation of the organization’s control processes. 

2200 – Engagement Planning 

Internal auditors must develop and document a plan for each engagement, including the 
engagement’s objectives, scope, timing, and resource allocations. The plan must consider the 
organization’s strategies, objectives, and risks relevant to the engagement. 

2201 – Planning Considerations 

In planning the engagement, internal auditors must consider: 

 The strategies and objectives of the activity being reviewed and the means by which the 
activity controls its performance. 

 The significant risks to the activity’s objectives, resources, and operations and the means 
by which the potential impact of risk is kept to an acceptable level. 

 The adequacy and effectiveness of the activity’s governance, risk management, and 
control processes compared to a relevant framework or model. 

 The opportunities for making significant improvements to the activity’s governance, risk 
management, and control processes. 
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2201.A1 – When planning an engagement for parties outside the organization, internal 
auditors must establish a written understanding with them about objectives, scope, 
respective responsibilities, and other expectations, including restrictions on distribution of 
the results of the engagement and access to engagement records. 

2201.C1 – Internal auditors must establish an understanding with consulting engagement 
clients about objectives, scope, respective responsibilities, and other client expectations. 
For significant engagements, this understanding must be documented. 

2210 – Engagement Objectives 

Objectives must be established for each engagement. 

2210.A1 – Internal auditors must conduct a preliminary assessment of the risks relevant to 
the activity under review. Engagement objectives must reflect the results of this assessment. 

2210.A2 – Internal auditors must consider the probability of significant errors, fraud, 
noncompliance, and other exposures when developing the engagement objectives. 

2210.A3 – Adequate criteria are needed to evaluate governance, risk management, and 
controls. Internal auditors must ascertain the extent to which management and/or the board 
has established adequate criteria to determine whether objectives and goals have been 
accomplished. If adequate, internal auditors must use such criteria in their evaluation. If 
inadequate, internal auditors must identify appropriate evaluation criteria through discussion 
with management and/or the board. 

Interpretation: 

Types of criteria may include: 

 Internal (e.g., policies and procedures of the organization). 

 External (e.g., laws and regulations imposed by statutory bodies). 

 Leading practices (e.g., industry and professional guidance). 

2210.C1 – Consulting engagement objectives must address governance, risk management, 
and control processes to the extent agreed upon with the client. 

2210.C2 – Consulting engagement objectives must be consistent with the organization's 
values, strategies, and objectives. 

2220 – Engagement Scope 

The established scope must be sufficient to achieve the objectives of the engagement. 

2220.A1 – The scope of the engagement must include consideration of relevant systems, 
records, personnel, and physical properties, including those under the control of third 
parties. 
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2220.A2 – If significant consulting opportunities arise during an assurance engagement, a 
specific written understanding as to the objectives, scope, respective responsibilities, and 
other expectations should be reached and the results of the consulting engagement 
communicated in accordance with consulting standards. 

2220.C1 – In performing consulting engagements, internal auditors must ensure that the 
scope of the engagement is sufficient to address the agreed-upon objectives. If internal 
auditors develop reservations about the scope during the engagement, these reservations 
must be discussed with the client to determine whether to continue with the engagement. 

2220.C2 – During consulting engagements, internal auditors must address controls consistent 
with the engagement’s objectives and be alert to significant control issues. 

2230 – Engagement Resource Allocation 

Internal auditors must determine appropriate and sufficient resources to achieve engagement 
objectives based on an evaluation of the nature and complexity of each engagement, time 
constraints, and available resources. 

Interpretation: 

Appropriate refers to the mix of knowledge, skills, and other competencies needed to perform the 
engagement. Sufficient refers to the quantity of resources needed to accomplish the engagement 
with due professional care. 

2240 – Engagement Work Program 

Internal auditors must develop and document work programs that achieve the engagement 
objectives. 

2240.A1 – Work programs must include the procedures for identifying, analyzing, evaluating, 
and documenting information during the engagement. The work program must be approved 
prior to its implementation, and any adjustments approved promptly. 

2240.C1 – Work programs for consulting engagements may vary in form and content 
depending upon the nature of the engagement. 

2300 – Performing the Engagement 

Internal auditors must identify, analyze, evaluate, and document sufficient information to achieve 
the engagement’s objectives. 

2310 – Identifying Information 

Internal auditors must identify sufficient, reliable, relevant, and useful information to achieve the 
engagement’s objectives. 

Interpretation: 
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Sufficient information is factual, adequate, and convincing so that a prudent, informed person 
would reach the same conclusions as the auditor. Reliable information is the best attainable 
information through the use of appropriate engagement techniques. Relevant information 
supports engagement observations and recommendations and is consistent with the objectives 
for the engagement. Useful information helps the organization meet its goals. 

2320 – Analysis and Evaluation 

Internal auditors must base conclusions and engagement results on appropriate analyses and 
evaluations. 

2330 – Documenting Information 

Internal auditors must document sufficient, reliable, relevant, and useful information to support 
the engagement results and conclusions. 

2330.A1 – The chief audit executive must control access to engagement records. The chief 
audit executive must obtain the approval of senior management and/or legal counsel prior 
to releasing such records to external parties, as appropriate. 

2330.A2 – The chief audit executive must develop retention requirements for engagement 
records, regardless of the medium in which each record is stored. These retention 
requirements must be consistent with the organization’s guidelines and any pertinent 
regulatory or other requirements. 

2330.C1 – The chief audit executive must develop policies governing the custody and 
retention of consulting engagement records, as well as their release to internal and external 
parties. These policies must be consistent with the organization’s guidelines and any 
pertinent regulatory or other requirements. 

2340 – Engagement Supervision 

Engagements must be properly supervised to ensure objectives are achieved, quality is assured, 
and staff is developed. 

Interpretation: 

The extent of supervision required will depend on the proficiency and experience of internal 
auditors and the complexity of the engagement. The chief audit executive has overall 
responsibility for supervising the engagement, whether performed by or for the internal audit 
activity, but may designate appropriately experienced members of the internal audit activity to 
perform the review. Appropriate evidence of supervision is documented and retained. 

2400 – Communicating Results 

Internal auditors must communicate the results of engagements. 

2410 – Criteria for Communicating 
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Communications must include the engagement’s objectives, scope, and results. 

2410.A1 – Final communication of engagement results must include applicable conclusions, 
as well as applicable recommendations and/or action plans. Where appropriate, the internal 
auditors’ opinion should be provided. An opinion must take into account the expectations of 
senior management, the board, and other stakeholders and must be supported by sufficient, 
reliable, relevant, and useful information. 

Interpretation: 

Opinions at the engagement level may be ratings, conclusions, or other descriptions of the 
results. Such an engagement may be in relation to controls around a specific process, risk, 
or business unit. The formulation of such opinions requires consideration of the engagement 
results and their significance. 

2410.A2 – Internal auditors are encouraged to acknowledge satisfactory performance in 
engagement communications. 

2410.A3 – When releasing engagement results to parties outside the organization, the 
communication must include limitations on distribution and use of the results. 

2410.C1 – Communication of the progress and results of consulting engagements will vary in 
form and content depending upon the nature of the engagement and the needs of the client. 

2420 – Quality of Communications 

Communications must be accurate, objective, clear, concise, constructive, complete, and timely. 

Interpretation: 

Accurate communications are free from errors and distortions and are faithful to the underlying 
facts. Objective communications are fair, impartial, and unbiased and are the result of a fair-
minded and balanced assessment of all relevant facts and circumstances. Clear communications 
are easily understood and logical, avoiding unnecessary technical language and providing all 
significant and relevant information. Concise communications are to the point and avoid 
unnecessary elaboration, superfluous detail, redundancy, and wordiness. Constructive 
communications are helpful to the engagement client and the organization and lead to 
improvements where needed. Complete communications lack nothing that is essential to the 
target audience and include all significant and relevant information and observations to support 
recommendations and conclusions. Timely communications are opportune and expedient, 
depending on the significance of the issue, allowing management to take appropriate corrective 
action. 

2421 – Errors and Omissions 

If a final communication contains a significant error or omission, the chief audit executive must 
communicate corrected information to all parties who received the original communication. 
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2430 – Use of “Conducted in Conformance with the International Standards for the 
Professional Practice of Internal Auditing” 

Indicating that engagements are “conducted in conformance with the International Standards for 
the Professional Practice of Internal Auditing” is appropriate only if supported by the results of the 
quality assurance and improvement program. 

2431 – Engagement Disclosure of Nonconformance  

When nonconformance with the Code of Ethics or the Standards impacts a specific engagement, 
communication of the results must disclose the: 

 Principle(s) or rule(s) of conduct of the Code of Ethics or the Standard(s) with which full 
conformance was not achieved. 

 Reason(s) for nonconformance. 

 Impact of nonconformance on the engagement and the communicated engagement 
results. 

2440 – Disseminating Results 

The chief audit executive must communicate results to the appropriate parties. 

Interpretation: 

The chief audit executive is responsible for reviewing and approving the final engagement 
communication before issuance and for deciding to whom and how it will be disseminated. 
When the chief audit executive delegates these duties, he or she retains overall responsibility. 

2440.A1 – The chief audit executive is responsible for communicating the final results to 
parties who can ensure that the results are given due consideration. 

2440.A2 – If not otherwise mandated by legal, statutory, or regulatory requirements, prior to 
releasing results to parties outside the organization the chief audit executive must: 

 Assess the potential risk to the organization. 

 Consult with senior management and/or legal counsel as appropriate. 

 Control dissemination by restricting the use of the results. 

2440.C1 – The chief audit executive is responsible for communicating the final results of 
consulting engagements to clients. 

2440.C2 – During consulting engagements, governance, risk management, and control 
issues may be identified. Whenever these issues are significant to the organization, they 
must be communicated to senior management and the board. 

2450 – Overall Opinions 

When an overall opinion is issued, it must take into account the strategies, objectives, and risks 
of the organization; and the expectations of senior management, the board, and other 
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stakeholders. The overall opinion must be supported by sufficient, reliable, relevant, and useful 
information. 

Interpretation: 

The communication will include: 

 The scope, including the time period to which the opinion pertains. 

 Scope limitations. 

 Consideration of all related projects, including the reliance on other assurance providers. 

 A summary of the information that supports the opinion. 

 The risk or control framework or other criteria used as a basis for the overall opinion. 

 The overall opinion, judgment, or conclusion reached. 

The reasons for an unfavorable overall opinion must be stated. 

2500 – Monitoring Progress 

The chief audit executive must establish and maintain a system to monitor the disposition of 
results communicated to management. 

2500.A1 – The chief audit executive must establish a follow-up process to monitor and 
ensure that management actions have been effectively implemented or that senior 
management has accepted the risk of not taking action. 

2500.C1 – The internal audit activity must monitor the disposition of results of consulting 
engagements to the extent agreed upon with the client. 

2600 – Communicating the Acceptance of Risks 

When the chief audit executive concludes that management has accepted a level of risk that 
may be unacceptable to the organization, the chief audit executive must discuss the matter with 
senior management. If the chief audit executive determines that the matter has not been 
resolved, the chief audit executive must communicate the matter to the board. 

Interpretation: 

The identification of risk accepted by management may be observed through an assurance or 
consulting engagement, monitoring progress on actions taken by management as a result of 
prior engagements, or other means. It is not the responsibility of the chief audit executive to 
resolve the risk. 
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Glossary 

Add Value 
The internal audit activity adds value to the organization (and its stakeholders) when it provides 
objective and relevant assurance, and contributes to the effectiveness and efficiency of 
governance, risk management, and control processes. 

Adequate Control 
Present if management has planned and organized (designed) in a manner that provides 
reasonable assurance that the organization’s risks have been managed effectively and that the 
organization’s goals and objectives will be achieved efficiently and economically. 

Assurance Services 
An objective examination of evidence for the purpose of providing an independent assessment 
on governance, risk management, and control processes for the organization. Examples may 
include financial, performance, compliance, system security, and due diligence engagements. 

Board 
The highest level governing body (e.g., a board of directors, a supervisory board, or a board of 
governors or trustees) charged with the responsibility to direct and/or oversee the organization’s 
activities and hold senior management accountable. Although governance arrangements vary 
among jurisdictions and sectors, typically the board includes members who are not part of 
management. If a board does not exist, the word “board” in the Standards refers to a group or 
person charged with governance of the organization. Furthermore, “board” in the Standards 
may refer to a committee or another body to which the governing body has delegated certain 
functions (e.g., an audit committee). 

Charter 
The internal audit charter is a formal document that defines the internal audit activity’s purpose, 
authority, and responsibility. The internal audit charter establishes the internal audit activity’s 
position within the organization; authorizes access to records, personnel, and physical 
properties relevant to the performance of engagements; and defines the scope of internal audit 
activities. 

Chief Audit Executive 
Chief audit executive describes the role of a person in a senior position responsible for 
effectively managing the internal audit activity in accordance with the internal audit charter and 
the mandatory elements of the International Professional Practices Framework. The chief audit 
executive or others reporting to the chief audit executive will have appropriate professional 
certifications and qualifications. The specific job title and/or responsibilities of the chief audit 
executive may vary across organizations. 

Code of Ethics 
The Code of Ethics of The Institute of Internal Auditors (IIA) are Principles relevant to the 
profession and practice of internal auditing, and Rules of Conduct that describe behavior 
expected of internal auditors. The Code of Ethics applies to both parties and entities that 
provide internal audit services. The purpose of the Code of Ethics is to promote an ethical 
culture in the global profession of internal auditing. 
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Compliance 
Adherence to policies, plans, procedures, laws, regulations, contracts, or other requirements. 

Conflict of Interest 
Any relationship that is, or appears to be, not in the best interest of the organization. A conflict of 
interest would prejudice an individual’s ability to perform his or her duties and responsibilities 
objectively. 

Consulting Services 
Advisory and related client service activities, the nature and scope of which are agreed with the 
client, are intended to add value and improve an organization’s governance, risk management, 
and control processes without the internal auditor assuming management responsibility. 
Examples include counsel, advice, facilitation, and training. 

Control 
Any action taken by management, the board, and other parties to manage risk and increase the 
likelihood that established objectives and goals will be achieved. Management plans, organizes, 
and directs the performance of sufficient actions to provide reasonable assurance that 
objectives and goals will be achieved. 

Control Environment 
The attitude and actions of the board and management regarding the importance of control 
within the organization. The control environment provides the discipline and structure for the 
achievement of the primary objectives of the system of internal control. The control environment 
includes the following elements: 

 Integrity and ethical values. 

 Management’s philosophy and operating style. 

 Organizational structure. 

 Assignment of authority and responsibility. 

 Human resource policies and practices. 

 Competence of personnel. 

Control Processes 
The policies, procedures (both manual and automated), and activities that are part of a control 
framework, designed and operated to ensure that risks are contained within the level that an 
organization is willing to accept. 

Core Principles for the Professional Practice of Internal Auditing 
The Core Principles for the Professional Practice of Internal Auditing are the foundation for the 
International Professional Practices Framework and support internal audit effectiveness. 

Engagement 
A specific internal audit assignment, task, or review activity, such as an internal audit, control 
self-assessment review, fraud examination, or consultancy. An engagement may include 
multiple tasks or activities designed to accomplish a specific set of related objectives. 
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Engagement Objectives 
Broad statements developed by internal auditors that define intended engagement 
accomplishments. 

Engagement Opinion 
The rating, conclusion, and/or other description of results of an individual internal audit 
engagement, relating to those aspects within the objectives and scope of the engagement. 

Engagement Work Program 
A document that lists the procedures to be followed during an engagement, designed to achieve 
the engagement plan. 

External Service Provider 
A person or firm outside of the organization that has special knowledge, skill, and experience in 
a particular discipline. 

Fraud 
Any illegal act characterized by deceit, concealment, or violation of trust. These acts are not 
dependent upon the threat of violence or physical force. Frauds are perpetrated by parties and 
organizations to obtain money, property, or services; to avoid payment or loss of services; or to 
secure personal or business advantage. 

Governance 
The combination of processes and structures implemented by the board to inform, direct, 
manage, and monitor the activities of the organization toward the achievement of its objectives. 

Impairment 
Impairment to organizational independence and individual objectivity may include personal 
conflict of interest, scope limitations, restrictions on access to records, personnel, and 
properties, and resource limitations (funding). 

Independence 
The freedom from conditions that threaten the ability of the internal audit activity to carry out 
internal audit responsibilities in an unbiased manner. 

Information Technology Controls 
Controls that support business management and governance as well as provide general and 
technical controls over information technology infrastructures such as applications, information, 
infrastructure, and people. 

Information Technology Governance 
Consists of the leadership, organizational structures, and processes that ensure that the 
enterprise’s information technology supports the organization’s strategies and objectives. 

Internal Audit Activity 
A department, division, team of consultants, or other practitioner(s) that provides independent, 
objective assurance and consulting services designed to add value and improve an 
organization’s operations. The internal audit activity helps an organization accomplish its 
objectives by bringing a systematic, disciplined approach to evaluate and improve the 
effectiveness of governance, risk management and control processes. 
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International Professional Practices Framework 
The conceptual framework that organizes the authoritative guidance promulgated by The IIA. 
Authoritative guidance is composed of two categories – (1) mandatory and (2) recommended. 

Must 
The Standards use the word “must” to specify an unconditional requirement. 

Objectivity 
An unbiased mental attitude that allows internal auditors to perform engagements in such a 
manner that they believe in their work product and that no quality compromises are made. 
Objectivity requires that internal auditors do not subordinate their judgment on audit matters to 
others. 

Overall Opinion 
The rating, conclusion, and/or other description of results provided by the chief audit executive 
addressing, at a broad level, governance, risk management, and/or control processes of the 
organization. An overall opinion is the professional judgment of the chief audit executive based 
on the results of a number of individual engagements and other activities for a specific time 
interval. 

Risk 
The possibility of an event occurring that will have an impact on the achievement of objectives. 
Risk is measured in terms of impact and likelihood. 

Risk Appetite 
The level of risk that an organization is willing to accept. 

Risk Management 
A process to identify, assess, manage, and control potential events or situations to provide 
reasonable assurance regarding the achievement of the organization’s objectives. 

Should 
The Standards use the word “should” where conformance is expected unless, when applying 
professional judgment, circumstances justify deviation. 

Significance 
The relative importance of a matter within the context in which it is being considered, including 
quantitative and qualitative factors, such as magnitude, nature, effect, relevance, and impact. 
Professional judgment assists internal auditors when evaluating the significance of matters 
within the context of the relevant objectives. 

Standard 
A professional pronouncement promulgated by the International Internal Audit Standards Board 
that delineates the requirements for performing a broad range of internal audit activities and for 
evaluating internal audit performance. 

Technology-based Audit Techniques 
Any automated audit tool, such as generalized audit software, test data generators, 
computerized audit programs, specialized audit utilities, and computer-assisted audit techniques 
(CAATs). 
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